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Abstract— This paper discusses problems related to partial sensor failures are sufficiently uncommon such that no two

observation supervisory controllers with possibly faulty sensors sensors may both be failed at any given time. As expected,
using the framework of discrete-event systems. At initialization  ¢ansor failures cannot be directly observed

all sensors are operational such that the sensors observe . .
occurrences of events and transmit those observations to the ~1N€ paper is structured as follows. The next section

controller, but, when a sensor fails, it ceases to send signals to Of this paper presents preliminary definitions and notation
the controller. A new version of observability is introduced that ~ from supervisory control. Section Il presents an obsetvab
is part of the necessary and sufficient conditions for controller ity property for systems with faulty sensors and discusses
existence under the assumption of faulty sensors. A polynomial- existence properties for fault-tolerant control systenithw

time construction is given that can be used to test for and then - . .
synthesize a non-blocking controller with faulty sensors using Unreliable sensors. Section IV presents a method for gestin

standard supervisory control methods. the existence of sensor-failure tolerant controllers tsBeaa
specification. Section V discusses methods for the syrghesi
. INTRODUCTION of sensor-failure tolerant control systems based on known

When designing a controller for a system to match amethods in the supervisory controls literature. Section VI
given specification it is generally desirable in safetyical closes the paper with a review of the results contained iherei
applications for the controller to be fault tolerant. That i for the sake of brevity, the proofs of the lemmas and theorems
it is desirable to design controllers in a redundant mannén this paper are shown in [5].
such that even if the controller fails partially, it will Bti
be able to achieve its desired task, or at least not fail 1. PRELIMINARIES AND NOTATION
catastrophically. This field, called Fault Tolerant Cohtro
(FTC), has been a very active in many control theoretic T0o aid the reader, this section gives a review of nec-
research areas, including discrete-event systems ([2]).  €ssary concepts of partial-observation supervisory obntr

In the standard partial observation supervisory contrdS presented in [3]. Due to the necessary brevity of this
model as discussed in [3], controllers have sensors to obaper, a deeper introduction can be found in [1]. In the
serve occurrences of a subset of system events. SupervisgHpervisory control framework, system and specification
controllers are usually designed with the assumption th&€ehaviors are modelled as languages of the autoifiata
the controllers are fault-free. However, this assumption d X, 2§, 29,69 XG) and H = (X", z{f 27 6", X7),
controller infallibility may not be reasonable over thelful respectively, whereX and X* are sets of states;; and
life-cycle of a control system due to the natural deteriorat =5’ are initial statest” = %¢ is the common event set of
of a controller over time. For instance, control circuitrayn  the automatag® : X< x ¢ — X ands” : X# x ¢ —
degenerate as a control system ages, a control actuator m&y are the (possibly partial) state transition functions, and
become stuck, or sensors may fail. X% and X are the marked states 6fand H, respectively.

A controller's sensors are normally assumed to be deter- Following the formalisms of [3], controllers may have
ministic in that sensors always communicate event occud Set of sensors to observe a set of system evEpts
rences to the controller. However, as was indicated abovB" with each sensor assigned to deterministically observe
sensors failures may occur such that individual sensors maj occurrences of exactly one event. Furthermore, on the
cease to send correct signals to a controller. This papegcurrence of observable events, controllers may be given
focuses on problems related to the testing of controllegufficient actuation to selectively disable a subset of the
existence and performing controller synthesis for a givegontrollable eventss. C %¢. Controllers can be realized
specification when the controller's sensors may fail. It igs finite state automata that observe some events and control
assumed in this paper that sensors fail permanently sughpotentially different set of events. Controllers shouti n
that before failure a sensor operates normally as in [3pe able to disable uncontrollable events and control astion
but after failure no signals are sent from the sensor to ti&hould not update on the occurrence of unobservable events.
controller such that, the previously observable eventimeso The set of unobservable events,, = £\ %,, is the set of
effectively unobservable after failure. It is also assurttet ~ events whose occurrence can never be observed even in the
not only may the sensors for the control systems fail, but th@bsence of sensor failures. Similarly, the set of uncolatte

events, ¥, = 2¢ \ ¥. are the events whose occurrence
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For a given set of observable eveiis C ¥, a natural G: O a Q

projection operation? : ©¢ — ¥, is used to model a A

controller's observations of system behavior. For the gmpt — y

evente, P(e) = ¢, and for a string of events and an event o

’, OO

P(s)o ifoek,

P(s0) :{ P(s) otherwise - H: a Q
e

There is also a corresponding inverse projection operation
-1.yG* I —
pP=:3% -2 . Y

Three important properties related to controller existenc Q
are controllability and observability anti/-closure.

Definition 1: [4] Consider the languages” and M such  fig 1. The system automataf and the specification automatdi for
that M = M and the set of uncontrollable everiig.. The Example 1.
languagekK is controllable with respect toM and X, if

K¥,.NMC K. (1) controller can have no direct observations of sensor failur
Definition 2: [3] Consider the sets of languagés and then there is no correct initial control action. Therefoie,
M such thatM = M and the set controllable}’., and s not possible to synthesize a controller with possiblytjau
observableX, events. The languagh’ is observablewith  sensors for this example wheéf, = {v, A} to match the
respect toM, P(-) and X, if for all ¢ € K and for all specification£(H) even though for alo € %,, £(H) is

o€ X, observable with respect t6(G), X, \ {o} and Z..
[(to ¢ K)A(to € M)] = ) [1l. OBSERVABILITY WITH RESPECT TOSENSOR
[(PLPH)oNEK =0) A (0 € 20)]. FAILURES
Definition 3: Consider the languages and M. The set As was discussed in the introduction, it is assumed that
K is M-closedif K = Kn M. a controller's sensors fail in such a way that after failure a

The above definitions of controllability, observabilitydan sensor halts sending signals to the controller. Furthezmor
M-closure are central in the following controller existencet is assumed that only one controller can have failed at
theorem called the controllability and observability thesn.  any given time. With this scenario, an interesting problem

Theorem 1:[3] For a finite state automaton systei) a is to decide if there exists a controllér for a systemG,
finite state automaton specificatidii such that’,,(H) C a specificationH, controllable eventsS, and sensors for
L (G), a set of controllable events, and a set of observ- observable event&, that can fail as described above such
able events,, there exists a nonblocking partial observatiorthat when the controller is coupled with the system, the

controller S such that’,,(S/G) = L,,(H) and L(S/G) = specification can be satisfied even if a sensor may fail.

L.,(H) if and only if the following conditions hold: With this motivation the deterministic project operation
1) L,.(H) is controllable W.rt.L(G) and .. (originally P : 6" — ¥*) is g*eneralized to the fal.*JIty sensor
2) L.(H) is observable w.rtZ(G), £, and ¥,. projection operationP/ : X367 — 2U-en,¥o{Xe\7}" where
3) Lo (H) is L, (G)-closed. for a strings € ¢, the setP/(s) is all strings that could

One might think that due to Theorem 1 that for there tde observed for a system with fault}‘/ sensors as described
exist a supervisory control system that is tolerant to singl2ove. Let projection operatiaRt, : X" — (3, \ {o})" be
sensor failures, one could ensure that foralt 3, £,,,(H) the same as the() operation except that eventsih, \ {o}
is observable with respect t6(G), ¥, \ {¢} and .. That @are retained in the projection instead of event&ijn Then,
is, one might expgct that if any one evente X, is mg@e _ Pf(s) = {P(51) Py (s52)|5152 = 5,0 € 5,} 3)
unobservable during control operation, but the speciboati
L.,(H) is always observable with respect to any\{c} for ~ Therefore, if a strings € »&" occurs in the system such
anyo € ¥, then there would exist a nonblocking controllerthat the sensor for the event fails after the occurrence
S tolerant to sensor failures such that the controller bafraviof s; wheres;s; = s, then P(s;) is observed before the
matchesZ,,, (H). Unfortunately, this is not the case. Considesensor failure and, (s2) is observed after the sensor failure.

the following example. Consequently,P(s1)P,(s2) is the string observed by the
Example 1: Consider the system automaténand the controller resulting from the sensor failure as descrilzeu

specification automato®/ seen in Figure 1. P/(s) is the set of all strings that could be observed due to
Let ¥, = {a}. If £, = {)\}, the proper control action at s and the failure of an event i&,.

initialization would be to disablev at initialization. Simi-  As with the original projection operation the faulty sensor

larly, if 3, = {7}, then the proper control action would be Projection operation also has an inverse projection oferat
to enablex at initialization. However, ifS, = {y,A}, and if P/ :Uses, B5{%, \ o}* — 2% . Formalllly, P (s) =
either the sensor fofy or A\ may fail at initialization, and the {s’|s € P/(s)}. The inverse operatiof/ " (s) denotes all



strings of behavior that could generate the observation of methods for testing observability can be used with dhe
Note that because the faulty sensor projeciithis) denotes and H constructions to test sensor failure observability. To
the set of observed strings which could be generated, by facilitate these constructions, two intermediate cormsions
then Pf_l(Pf(s)) denotes all strings thanight generate of the automataz and H from G' and H are given such that
an observed set of strings which could also be generated B/ (£,,,(G)) = P(L,,(G)) and P/ (L,,(H)) = P(L.,,(H)).
s. Although it is not shown here, th&/(.) and pf*l(.) The intuition behind the construction 6f is that if there
operations preserve regularity. aren observable events, = {01, ...,0,}, then the system
Due to the insufficiency of observability as a necessar§ hasn + 1 modes of operation with respect to sensor
and sufficient condition for fault-tolerant controller sténce, failure. In the initial mode of operation, mode all sensors
a new property is now introduced calledservability with for observable events are operational. However, when the
respect to sensor failureor sensor failure observabilitjor ~ sensor for event; € {o1,...,0,} fails, the system then
short, enters modei where ¢; event occurrences are no longer
Definition 4: Consider the languagds and M such that Observable. Note that the underlying state transition eha
M = M, the set of controllable events,. and observable in all modes of operation should be identical to the state

eventsY,. The languagek is observable with respect to transition behavior ofz, but the observability properties of
sensor failurewith respect toM, P/(-) and X, if for all ~ €vents occurrences are altered between various modes of

t € K and for allo € ., operation.
o With this in mind, for the observable event sgEf =
[(to ¢ K) A (to € M)] = 4)  {o1,...,0,}, the automataGy,Gy,...,G, are used to
L pit [Pf(t)] cNE=0)A(c€X)|. rr:codel thg systgLn observation behavi]corlin the ;:arious modes
It is shown in Section V that sensor failure observability0 operation with respect to sensor failure. The automaton

is part of the set of necessary and sufficient faulty-sensot! reprgsents the behavior of the system in made
i € {0,...,n} the automaton G; =

controller existence conditions, similar to the obseritgbi G G va .
property in Theorem 1. Although it is not shown hereyfy Y 5 R B XS SR ST
sensor failure observability is closed with respect to leage 9

G i G
intersection operations, but not with respect to Ianguagfﬁv:tn;z'r chrys:zat: ;%Yifroor; ((;;l tlhse?e ?spg c%fr?é spc?rl:gir;]g
union operations. Some important properties of sensarréail

- statex; € X&. A one-to-one functiond; : X¢ — X is
observability are now shown. = ‘. -
y defined which translates a state ¥{* to its corresponding
A. Properties of Sensor Failure Observability state in X7 such that®;(z) = ;. The inverse operation
®;!(.) is defined in the usual manner. Similarly, all marked
statesz,,; € X&, are copies of marked states, € X&

mi

Due to Example 1, ifK is observable with respect to
M, 3, \ {c} and X, fqr all o € %, it is not necessary according to theb; (-) function.
for K to be sensor failure observable with respectiq / L .

. . As noted above, in the initial mode of operation, all sen-
¥, andX.. However, the reverse is true as demonstrated in

. . o sors are operational. Therefore the state transition tsimeic
the Proposition 1 below. First, some preliminary lemmas are,

) : . of Gy is identical toG such that§ (zg, o) = ®0(6%(z, 7).
shlc_)wn W'thl(?llit thﬁ:r E)Droofs foOrI ;%aso?s OI_brewty. defined However, for the other, modes of operation, each mode
emma . +or %*"(') an () functions as define corresponds to the failure of an event sensor. There are
above, for anyt € X7, P,(t) € P/(¢).

ey i thereforen new unobservable events! = {o7,... 0/}
Lemma 2:For the P;'(-) and P/~ () functions as de-

i P such that every transitions originally labelled byraevent

fined above, for all> € 3, and anyt € X%, P,(L) € iy ¢ is replaced inG; by a transition labelled by the

PI(L). . corresponding unobservable event. An occurrence of a
Lemma 3:For theP/ ™ (-) function as defined above, for 5/ event in mode signifies thats; occurred in the system

all o € %, and any languageb ¢ %S andL’ € X9 such  pyt this event is not observed due to sensor failure.

thatL C L', P/~ (L) C P77 (L). Therefore, the set of events, = {oy,...,07,... 0.} is
Proposition 1:If K is sensor failure observable with g copy of©¢ with o; replaced by)'lf_ A one-to-one function

respect toM, ¥, and X, thenvVo € 3,, K is observable y, . »¢ — ¥, is defined to translate the eventsdf to the

with respect toM, %, \ {o} andX... corresponding events iB; such that¥;(c) = o/ if 0 = o;

and¥, (o) = o otherwise. A corresponding inverse operation

¥, !(-) is defined in the usual manner. The state transition
A method to test sensor failure observability is now showstructure ofG;, §¢ : X& x ©; — X¢ is formally defined

based on the construction of two deterministic automatas d&(z;, o) = ®;(6%(x, ¥; *(0))).

G and H and two sets of event¥, and X from G, An example of the construction of the modes, ..., G,

H, ¥. and ¥, in polynomial time such that,,(H) is can be seen in Figure 3 which are constructed from the

observable (in the sense of [3]) with respect2¢?), ¥, automatonG seen in Figure 2. Note thaf, = {a, B},

and .. if and only if £,,,(H) is sensor failure observable oy = « andos = S.

with respect toL(G), ¥, and X... Therefore, the standard Before G is formally defined, its overall behavior is

IV. TESTING SENSORFAILURE OBSERVABILITY



8% (x,0) if 6% (z,0)!
q)i(q)al(x)) if (CC e XGU) A (o= f7)
undefined otherwise

For the unary operator !f(«)! is true if f(-) is defined

Fig. 2. The automatol. for input «, false otherwise. Note that iy and H are

deterministic, ther? and H are also deterministic. Examples
of the G and H constructions are now given.

Example 2: Consider the system automat@nn Figure

/E_NC o @ 2 and the specification automatdii in Figure 4.
6] .

Fig. 4. The specification automatdi.

; Using the method outlined above, the automafémon-
Gy : A structed fromG can be seen in Figure 5 and the automaton

H constructed fromH can be seen in Figure 6.
C :
\ﬂi/

Fig. 3. Mode automaté/y, G1 and G2 constructed fronG in Figure 2.

described. The mode automafé:,,...,G,} are used to
construct theG automaton through concatenation such that
G simulates the sensor signalling under the assumption of
possible sensor failures adtf (£,,(G)) = P(£,,(G)). Due
to the sensor failure dynamics described in this paper, the
automator( initially is in mode0 and all observable events
can be observed. On the failure of the sensor for event
the system enters modesuch that occurrences ef are no
longer observable. Hence, @ is the concatenation of the
various mode automatgy, ..., Gy}, thenG is initially in
the mode modelled by7, but on the failure of the sensor
for o;, G enters the mode modelled ;. For G;, af
events are used in place of events in order to model the
change in event observability due to the mode switching.
To govern the mode transition dynamics @ a new set
of eventsF¥> = {fo1 ..., fo~} is defined such thaf”:
represents the failure of the sensor for eventTherefore,
on the occurrence of evenft:, G should transition from
mode0 to modes.

With this description of the overall behavior @, this
automata is defined formally 4(“, ¢, 2§, 6%, X&). For
the state space of/, define X¢ = X§ U--- U X$ and
XG =X§ u---UX& . For the event set, I8£¢ = ¢ U
»J U F¥. The system is initially in mod@ so the initial
state ofG is defined to beb,(z§) so that if no sensor failure
occurs the set of behaviors that could be observed due to Fig. 6. The automatod constructed fromi in Figure 4.
state transitions i’ equal the set of behaviors that could
be observed due to state transitiong-inThe state transition It is now shown tha]Pf(Lm(G)) — p(gm((;)) if a slight
function §¢ : X x ¢ — X is defined as follows: abuse of notation is allowed to extend the definitionAgf)

to P:x¢ — ¥*. That is, the domain of(-) is enlarged

5% (z,0) = (5) to be defined oveEC .




Theorem 2:Suppose an automatdr and an observable

event setd, are given. Then, for the correspondn@
construction as described abow®(L,,,(G)) = P(L,.(G)).

Now that theG construction has been presented, construc-

tions for G, H, &, and%.. are shown such that,,(H) is
sensor failure observable with respectd¢G), ¥, and X,
if and only if £,,(H) is observable with respect t68(G),
i(, and ic.

The construction Hofé is based on theG automa-
ton. The automatorGG is formally defined as the 5-tuple

(XG,%¢ 25,09 X$). Let X¢ = X% U {d,dy,} and

m

X6 = XG U {d,,}. That is, the state spaces 6f and G

are identical except that has two addltlonal states, one of
which is marked. Alsox¢ = S¢ and 2§ = 2§ so that

Fig. 8. The automatorid constructed fromH in Figure 4.

G and G have identical event sets and initial states. The

state transition function® : X x 2¢ — X€ is defined as

follows:
6% (a, 10) = ]
8¢ (x,0) if 6%(x,0)!
_ (z € #0) A (o =0;) A
d i (ES € ZG |5G(z,05 XS)
_ ( #0) A (o =0;) A
dm i (3sex¢ |5G o5) € XG)
undefined otherwise

For a control system, the specification automatércan
be used to construdf and H, similar to howG andG are
constructed fronG. Also defines, = £.U{o/|®; (o)) €
Y.} and Y, = 5,

Examples of the? and H constructions are now given.

Example 3: Consider the system automatvim Figure 2

and the specification automatdi in Figure 4. Furthermore,

let ¥, = {a, 8} and letX. = {a, 5}.
Using the method outlined above, the automatorton-

For the intuition behind the constructions 6f and H,
suppose there are two stringst; € £L(G)NL,,,(H) and an
evento € 3, such that,o € L,,(H), tao € LIG)\ Ly, (H)
andPy(t1) N Py(t2) # 0. BecausePy(t1) N Py (t2) # 0, then
it is possible for the sensors of the system to fail in such a
way that the observation generatedipyand the observation
generated byg are identical. Therefore, there are two strings
t1,15 € L,,(H) such thatP(t]) = P(fy). However, if there
is an event € ¥, such thato € £,,,(H) anditzo € L(G)\
L.(H), then itis possible that the correct control action after
to, cannot be known. This is tested for in theconstruction
with the d and d,, transitions, so that itioc € £,,(H),
thentio € L, (ﬂ), and if too € L(G) \ L,.(H), then
tho € L(G)\ L (H). This effectively converts the sensor
failure observablllty test of,,(H) into an observability test
of £,,(H). This is formalized in the proof of Theorem 3.

Theorem 3:SupposeG, H, X, and ¥, are given and3,

H, 3, and3., are constructed from them. Thef,, (H) is
sensor failure observable with respectd¢G), ¥, and X,

structed fromG can be seen in Figure 7 and the automatorif and only if £,,, (H H) is observable with respect t6(G),

H constructed front! can be seen in Figure 8. Furthermore, X

Yo = {a, 8} and %, = {a, 8,af, 37},

Fig. 7. The automatoiy constructed fronG in Figure 1.

, and¥..

Note that the sizes of the state spacexﬁoandﬁ are in
O(|%,|| X)) and O(|,||X H|) respectively. Thereforei?
andH can all be constructed in polynomial time with respect
to the sizes ofG, H, £¢. Now that the standard methods
for testing observability can also be used to test sensor
failure observability. It is well known that observability
can be decided in polynomial time [6], so sensor failure
observability can therefore be decided in polynomial time.

V. CONTROLLER SYNTHESIS WITH FAULTY SENSORS

A controller S : ¥ — 2% U X, is considered a map
from observed strings it} to a set of enabled events in
»¢. Therefore, ift is observed by controlle§, then S(t)
is the set of events enabled I8y The composed system of
S controlling G under the assumption of faulty sensors is
denoted asS¢G. The language generated BYG, denoted
by L(S¢G), is defined recursively as follows:

. €€ L(SHG).



e 5 € L(S$G), so € L(G), and3t € P/(s) such that sensor controllerS such thatl,,(S¢G) = L,,(H) and
o € S(¢) if and only if so € L(S$G). L(S¢G) = L, (H) if and only if there exists a nonblocking
The language marked bggG, denoted byL,,(S¢G), is  perfect sensor controlles such thatl,,,(5/G) = L, (H).
L(S$G)NL,,(G). Note that ifs € L(S$G), so € L(G), and An additional convenience gf the and H constructions is
Jt,t’ € P/ (s) such thatr € S(t) ando & S(t'), thenso € that if a nonblocking controllef is synthesized under ttle as-
(S¢G) The concept of sensor failure observability is parsumption of perfect sensors such titat (S/G) = £..(H),
of the set of necessary and sufficient faulty-sensor cdatrol then the same controller can be used in the faulty senser cas
existence conditions, similar to observability in Theorgm to ensure that,,(S¢G) = L,,(H) andL(S$G) = L,,(H).
Theorem 4:For a finite state automaton systema finite Theorem 7:Consider a finite state automaton system
state automaton specificatiddi such thatZ,,(H) C £(G), model G, a finite state automaton specificatiéh such that
a set of controllable events. and a set of observable eventsCn(H) € L£,,(G), a set of controllable events. and a
¥, with sensors that may fail as described above, there exisiet of observable events, with sensors that may fail as
a nonblocking partial observation faulty sensor contrafle described above. Fror¥, H, %, and £, constructd, H,
such that’l,,(S¢G) = L,,(H) and L(S¢G) = L,.(H) if Z and Z as discussed above If a nonblockmg perfect-

and only if the following conditions hold: sensor controllgrSH is syntthlzed such that,, (S/G) =
1) L,.(H) is controllable with respect t6(G) andX,,.. Lm(H) andL(S/G) = L,,,(H), then§ can be used in the
2) L,,(H) is sensor failure observable with respect tdaulty- SenSOf situation such tha,,(S¢G) = L,,(H) and
L(G), =, and X... L(S$G) = Ly (H). .
3) L,.(H) is L.,(G)-closed. Theorem 7 can be used to synthesize a contrafler

Note that if s € L(S$G), so € L,,(H), and 3t,¢' € such that ifZ,,(H) is not sensor failure observable with
Pf(s) it is possible thate € S(t) ando ¢ S(t ) and respect tol(G), ¥, andX,, then, using standard methods,
still have s € L(S$G). However, the concept of sensor-one could deS|grS using theG and H constructions such
failure observability guarantees thatdé € £,,(H), then that Ln(5/G) is a maximal controllable and observable
for all vt € P/(s), o € S(t) if £,,(S¢G) = L,,(H) and sublanguage ofC,,(H 7). Then, the controllerS could be
L(S¢G) = L, (H). used in the faulty-sensor situation such thf,(S¢G) is
Note that the controllability condition in Theorem 4 is alscalso maximal in a sense.
part of the necessary and sufficient conditions for corgroll VI DISCUSSION
existence with ideal sensors as discussed in Theorem 1. Con- '
trollability and £,,,(G)-closure can be tested in polynomial This paper discusses supervisory control situations where
time using standard methods. Therefore, because of Theoréi§ controller has sensors that may fail. A version of ob-
3, controller existence with faulty sensors can then also H€rvability, called sensor-failure observability, isrotduced
tested in polynomial time. Importantly, because Theorem Wat is part of the necessary and sufficient conditions for
is a constructive proof, a method to synthesize controlle@ontrollers to exist such that a given specification is atls
with faulty sensors is therefore known. when the controller operates on a system. A polynomial time

An additional benefit of th&5 and H constructions given construction is given that can be used to test for the existen
above is thatC,,,(H) is controllable with respect t€(G) of these controllers and then synthesize these controllers
andEuC if and only if £, ( 7) is controllable with respect to using standard methods.
in the foIIowmg theorem

Theorem 5:SupposeG, H and X, are given andG,
H and Zuc are constructed from them. Thed,,(H) is
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