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Abstract

Attacks against distributed systemsfrequentlystart at
thenetworklayerbygatheringnetworkrelatedinformation
(such asopenTCPports)andcontinueonbyexhaustingre-
sources,or abusingprotocols.Defendingagainstnetwork-
basedattacksis a major focusareain theAPOD(Applica-
tion ThatParticipatein Their OwnDefense)project,which
set out to develop technologies that increasean applica-
tion's resilienceagainstcyberattacks. Thispapergivesan
overview of APOD's current setof network-level defenses.
Speci�c network-baseddefensemechanismsare described
�r st, followedby a discussionon how to usethemin local
defensivebehavior. Defensestrategies,which specifycoor-
dinateddefensivebehavioracrossa distributedsystem,are
discussednext, followedbyresultsfrominitial experimental
evaluation.

1 Intr oduction

Defenseenablingis an approachto make critical appli-
cationsmoresurvivable. In this approach,a defensestrat-
egy andsupportingdefensemechanismsareintegratedwith
theapplicationbasedon its survivability requirements.The
conceptof defenseenablingas well as the processand
toolkit supportingit were �rst developedin the DARPA
APOD(ApplicationsthatParticipatein theirOwnDefense)
project[25, 35].

Several applicationsof varying complexity andsurviv-
ability requirementswere defense-enabledthroughoutthe
courseof the project. Somenetwork capabilitiessuchas
monitoring and manipulationof network traf�c were re-
quiredin mostof thesecases.Overtime,partsof thecustom
network strategieswerefactoredoutof theapplication's in-
tegrateddefenseandpackagedinto stand-alonecomponents
within theQuOmiddleware[29, 26] framework.

This paperdiscussesnetwork-baseddefensesandis or-
ganizedasfollows. Section2 describesgeneralmotivations
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behindusingnetwork-basedmechanismsin defense.Sec-
tion 3 describesasetof network-basedmechanismsusedin
variousdefense-enabledapplications.Section4 detailshow
thesemechanismscanbe utilized to supportdefensive be-
havior which is local in scope.Local defensescanbecom-
binedandextendedto form defensestrategies,asexplained
in Section5. Our experiencein experimentallyevaluating
theutility of network-baseddefensesis describedin Section
6. Section7 concludesthepaper.

2 Rationale for Network-BasedDefense

It is generallyacceptedthatattacksoncomputersystems
will continueto happen,andsomewill be successful,be-
causeatruly securedinfrastructureis impracticalandcostly,
if not impossible.New attacksareconstantlybeingdevised
andincorrectcon�gurationsandother�a wscontinueto ex-
ist in realsystems.Therefore,it is crucial to detecttheef-
fects of successfulattacksearly on and take countermea-
suresto limit or repair the damage.Sincethe network is
often the startingpoint for attacks,network-baseddefense
is essentialfor interveningearly in theattackwhile theat-
tacker is still trying to gaina toehold or performingrecon-
naissance.Defensemechanismsintroducedin thenetwork
force attackers to work aroundthem, which prolongsthe
application's useful life and increasesattackers' visibility.
Interruptingan attacker during his attemptsto gain access
to variouspartsof thesystemcanpotentiallylimit theparts
hewill beableto take over.

Continuedoperationof many applicationsdependsin
part on the availability of network resources,suchascon-
nectivity andbandwidth. Consequently, a major category
of attacksis concernedwith consumingor corruptingthese
resources.As anexample,anattacker might �ood network
links with arti�cial loadso thatapplicationpacketscannot
reachtheir destinationin time. This resultsin unexpect-
edly long responsetimesandotherundesirableeffectssuch
astimeoutsor exceptions.Variousmeasurescanbe intro-
ducedto defendagainstnetwork-resourcedepletionattacks.
As partof its defense,theapplicationmaysetupbandwidth
reservationsto get guaranteedthroughputto essentialser-
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vices. Reservationscanproactively beput in place,or can
beattemptedondemandasareactionto someobservedde-
lay or timeout.

Anothercommontype of resourcedepletionis targeted
at TCP stackresources.Theattacker might launcha �ood
of connectionrequeststo a serviceport andhold on to the
connectionsaslong aspossible.Eachconnectionacquires
memoryandCPUresources,andlegitimateconnectionre-
questsaredeniedoncetheseresourcesareover-utilized.As
part of its defense,the applicationmay boundthe number
of parallel connections,raisealarms,and rejectnew con-
nectionrequestsfrom hostswhich try to establisha large
numberof connectionsin ashortamountof time.

Directmanipulationof networkelements, suchasrouters
and boundarycontrollers,can provide �e xible and effec-
tive defensesagainstsomedenialof serviceattacks. Net-
work devicesaretypically sharedacrossmultiple different
applications;this is wheredefenseenablingevolves from
defendinga singlecritical applicationto defendingtheag-
gregatesystem.Any defenseimplementedon theaggregate
network (i.e., routersandboundarycontrollers)must take
into accounttheeffect it imposesonthewholesystem,con-
sequentlyrequiringmorecoordination. Examplesinclude
rate limiting and �ltering at boundarycontrollersand the
useof systemwide bandwidthreservationsto protectcriti-
cal traf�c.

Finally, anapplication'sdefensemaysimplyinvolvebet-
ter usageof existing securityservices,requiringcontrol of
networkrelatedactivitiesat thehosts. For instance,defend-
ing an applicationmay requirethatall communicationbe-
tweentwo key componentsmustgo over encryptedIPsec
channels(asopposedto traditionalIP). Thechangefrom IP
to IPseccouldbestaticallydoneat startup,or dynamically
in responseto someevent,allowingoneto specifyatradeoff
betweenperformanceandsecurityby only enablingcostly
encryptionwhentheapplicationis underattack.

3 Network-Centric DefenseMechanisms

This chapterdescribesthe set of underlyingnetwork-
basedmechanismsusedin APOD. A descriptionof other
capabilities, including �lesystem, host, and replication
management,can be found elsewhere [17, 34]. Many
network-basedmechanismsoutlinedin thissectionareopen
sourcetools,all of themhavebeenusedin defenseenabling
via theAPODtoolkit.

� Intrusion Detection - Snort [28] is a lightweight
signature-basedintrusiondetectionsystemwhich tries
to identify network attacksby matchingtraf�c to a fre-
quentlyupdatedsetof attackpatterns.Snortis capable
of detectingportscans,well-known buffer over�ow at-
tacks,andtrojanhorses.Snortis usedin many APOD
applicationsasanetwork sensor.

� Firewalls - Net�lter [19] (alsocalledIptables)imple-
mentsa stateful�re wall on top of theLinux operating
system. Using Iptablesonecanblock certaintraf�c,
redirectoutgoingtraf�c to a tunnel,changeIP source
or targetaddressesvianetworkaddresstranslation,and
measurethroughputvia IP accounting.Iptablesis typ-
ically usedin APOD asa distributed�re wall to block
suspectedtraf�c.

� TCP Stack Probes - Netstat[30] reportsinformation
abouttheinternalstateof theTCPstack.Thenumber
of parallelconnectionsto a speci�c TCPport andthe
stateof theconnectionsareof particularinterestto the
defense,sincemany denialof serviceattackswork by
exhaustingTCP stackresources.In addition, the de-
fensecanobtaininformationabouttheMAC to IP ad-
dressmappingby inspectinglocal ARP cachesvia the
Arp command[8]. This commandalsoprovides the
capabilityof staticallyspecifyingmappingsto prevent
ARPcachepoisoningattacks[31].

� Virtual Private Networks - VPNsallow end-systems
to establisha trustedcommunicationchannelover an
untrustednetwork, e.g. theInternet,by employing en-
cryption andauthenticationmechanisms.The APOD
toolkit hasinterfacesto FreeS/WAN [6], a Linux im-
plementationof IPsec[9], whichallowsapplicationsto
dynamicallyestablishtunnels.In addition,lightweight
user-spacetunnelingtoolswerealsointegrated,includ-
ing openssh[23] andZebedee[39].

� Bandwidth Reservation Schemes - Multiple applica-
tions often sharethe samenetwork and therebycon-
tend for available bandwidth. Intserv [36] and Diff-
serv [1] evolved as two alternative meansto specify
how bandwidthis assignedto traf�c. Intserv, asrep-
resentedby RSVP [2], employs a signalingprotocol
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to ensureend-to-endreservation attributes,requiring
routersalongthepathto keepinternalreservationstate.
Diffserv, in contrast,pushesthecomplexity to thenet-
work edges: traf�c marking and conditioning takes
place in border routers,allowing the core routersto
treat packetsbasedon their markingsandeliminates
theneedto keepreservationstate.

APOD experimentedwith two different implementa-
tions of RSVP to defendthe systemagainstoutsider
�oods (seeFigure1) : A CORBA-wrappedversionof
theISI implementationnamedquoRsvporb[27] anda
securityenhancedversionof theUniversityof Darm-
stadt implementationcalled SERSVP[38]. In ad-
dition, APOD prototypeda BandwidthBroker [21],
which provides a uni�ed interfaceto the application
for specifyingits bandwidthrequirements.

� Traffic Shaping - The Iproute2[8] packageenables
Linux hoststo functionasreplacementsfor hardware
routers. Intserv and Diffserv on Linux routersare
madepossibleby full-�edged queuemanagementsup-
port. Traf�c shapingis implementedthrougha token
bucket �lter queue.The defensecanspecifya maxi-
mum forwardingrateand further re�ne the policy to
allow short-termbursts.

4 LocalizedDefensiveBehavior

Simpleuseof network-centricdefensemechanismsin-
volvesreactive responseswith local scope,utilizing capa-
bilities of asmallnumberof mechanisms.Suchtacticstend
to employ onemechanismfor its sensorcapabilityandtie it
to asecondmechanismfor reaction.Figure2 summarizesa
sampling1 of thetacticswehave investigatedin APOD.

Local tactics are highly reusableand self-contained.
However, anindividual localizedresponsebasedon incom-
plete(i.e., local) knowledgemay not by itself prolongthe
usefullife of a distributedapplication.Nontheless,they are
necessarycomponentsof an overarchingdefensestrategy,
and, as shown in Section5, multiple local tacticscan be
combinedin a coordinatedway to mountan effective de-
fense.

4.1 ReactiveTactics

Themechanismsdescribedin Section3 performspeci�c
securityrelatedtasks. For example,Snortprovidesattack
alerts,Iptablesblockstraf�c, andIproute2ratelimits traf-
�c. A defensivetacticattemptsto integratetheseservicesto
mountlocaldefensiveresponses.

1This is anon-exhaustive snapshotof ourdefenseenablingwork; more
mechanismswill beaddedasweexpandour technologybase.
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Figure 2. Reactive tactics based on local
kno wledg e

The tactic againstTCP connection�oods, for instance,
usesNetstat in combinationwith a thresholdcounter to
senseTCP connection�oods. It mountsa responseby
blockingtraf�c from thesuspectedsourceof the�ood. This
defensetactic is intendedto reactquickly, however, its ac-
tions may have a relatively high false-positive rate in the
presenceof spoo�ng.

In addition to the defenseoutlinedabove calledChok-
ing TCPConnectionFloods, wehavedevelopedthreemore
network-basedreactive tacticsnamedBlocking Suspicious
Traf�c , ContainingARPCache Poisoning, andSquelching
InsiderFloods, whicharedescribedin moredetailbelow.

Continuingwith this idea in the ITUA project [4], we
haveencapsulatedsuchreactive tacticsin theform of ITUA
RapidReactionLoops. Loopsprovide rapidreactionbased
on local knowledgeto disrupt the attacker's �o w early on
in anattack.Changescausedby loopsarelimited in scope,
oftentransient,andeasyto reverse,which is especiallyim-
portantin thepresenceof falsepositives.

The remainderof this sectiondescribessomereactive
tacticsweexperimentedwith.

4.1.1 Blocking Suspicious Traffic

Attack Model: Attackersoftenuseportscansduringrecon-
naissanceto probenetworks anddeterminewhat services
are active on which hosts. As a next step, pre-scripted
attacksagainstwell-known vulnerabilities,suchas buffer
over�ows,arefrequentlylaunched.

Defense: This tacticcombinestheSnortnetwork intru-
sion detectionsystemwith the IptablesLinux �re wall to
block traf�c to and from compromisedmachines.It con-
tributesto defensein two ways.First,Snortis ableto detect
portscansan attacker might launchduring reconnaissance.
DisruptingthesescansusingIptablesto block traf�c from
theperceivedsourcepreventstheattacker from gettingsen-
sitive information. Second,Snort is capableof detecting
many well-known signature-basedattackpatterns.Block-
ing suchtraf�c preventsattacker hostsfrom taking part in
futureattacks.

Limitations: It is easyto spoofthesourceaddressof IP
packets,especiallyif theattackdoesnot rely onpacketsbe-
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ing sendbackto thesource.Spoo�ng makesit possiblefor
anattacker to trick thedefenseinto blockinga wide range
of essentialservers. The fact that Snort's patternmatch-
ing rulesarepublicly accessiblefurtherexacerbatesthis is-
sueby makingit straightforwardfor anattacker to createa
scenarioin which differentattacksseemto originatefrom
multiple (critical) machines.Autonomic responses, such
asblockingtraf�c, have little effect in this context andcan
evenbeharmful.A betterstrategy impliessendingalertsto
correlationintrusiondetectionsystems,e.g.,Emerald[20],
whichcanthentake actionsbasedona broaderview or hu-
maninput. A furtherlimitation is givenby theinherentrace
conditionbetweenongoingattacksandthe defense.If at-
tacksarevery fast, they might succeedbeforethe defense
tacticcandetectthemandrecon�gure.

Customization: This defensetactic can either be de-
ployed on end-systemsor on LAN-wide boundarycon-
trollers, thereby scaling up the effects to a set of end-
systems.In addition,onecanspecifya white-list of hosts
that shouldnever be blocked. The white-list is a simple
meansto preventspoo�ng attacksfrom tricking thedefense
into blockingessentialservices.

Alternative Approaches: Shortlyafterthis defensewas
developedunder APOD, the hogwashproject [7] started
with thegoal to useSnortasa traf�c �lter to throw out 95
percentof all scriptedattacks. Thesedevelopmentefforts
werelater foldedbackinto Snort itself undertheumbrella
of “inline” Snort,whichhasrecentlybecomeavailable.Our
defenseenablingtechnologycannicely accommodatesuch
evolving mechanisms:shortcomingsof an initial mecha-
nism are usually compensatedby middleware logic. As
theunderlyingmechanismmaturesandstartsto incorporate
someof these(asshown by inline snort), the middleware
implementationis refactoredto take advantageof new ca-
pabilitiesin themechanism.

4.1.2 Choking TCP Connection Floods

Attack Model: Oncethe attacker hasidenti�ed a service
runningonadedicatedTCPport,hemightcommenceto es-
tablishmany parallelconnectionsto thatport. Mostservers
createasocket for eachconnectionandalsospawn a thread
to serve incoming requests,which leadsto exhaustionof
TCP and higher level protocol (such as RMI) stack re-
sourcesin the presenceof a large numberof connections.
This resultsin a denial-of-servicesituation,in which legiti-
mateclientscanno longercommunicatewith theservice.

Defense: The defensetactic usedto counterthis attack
continuouslymonitorsthenumberof establishedTCPcon-
nectionsto a speci�c port via Netstat. When a preestab-
lishedmaximumnumberof connectionsfrom a sourceis
exceeded,it usesIptablesto rejectfurtherconnectionsfrom
theoffendingsourcefor someperiodof time.

Limitations: An attacker cankeepchangingits source
addressand eventually achieve resourceexhaustionsince
theconnectionthresholdis sourcespeci�c. Anotherattack
approachmay be comprisedof spoo�ng the sourceof the
attacksothat theconnection�ood seemsto originatefrom
legitimateclients.

In the presenceof spoo�ng, this tactic could lead to a
self-in�icted denialof service.However, spoo�ng a 3-way
TCPconnectionhandshakeis notaseasyasspoo�ngsingle
packet sourceaddresses.RoutersandVPNs, if con�gured
properly, limit connectionspoo�ng to IP addressesof the
server'sLAN.

Customization: Any existing Linux server application
canbe protectedagainstTCPconnection�oods by simply
deploying the APOD middleware componentthat imple-
mentsthis tactic. Oneneedsto further specifywhat TCP
port theserviceis listeningon,how frequentlytheconnec-
tionsstatusis updated,andthemaximumnumberof paral-
lel connections.Runningthedefensecomponenton client
hostsinsteadof serverhostsshiftsthedefense's focusfrom
protectingserversto preventingclientsfrom beingusedas
launchingpadsfor distributeddenialof serviceattacks.

Alternative Approaches: Some mechanismsalready
providemeansfor dealingwith connection�oods. Iptables
featurestransparentratelimiting of incomingTCPconnec-
tionsin termsof connectionspersecond.TheZebedeetun-
nelingmechanismemploys thenotion of connectiontime-
outs; connectionsare closedafter a certain time of inac-
tivity to preventconnection�ooding. In addition,systems
designedwith survivability in mind sometimeshave simi-
lar strategiesbuilt into higher-level protocols.TheCougaar
agentmiddleware[3] featuresbuilt-in connectioncounting
in its adaptive,QuO-managedtransportlayer[41].

4.1.3 Containing ARP Cache Poisoning

Attack Model: In an ARP spoo�ng [31] attack,the ARP
cacheof a host in the samecollision domainas the exe-
cutinghostis corrupted,whichallowsattackersto intercept
traf�c by changingARP entries.ARP spoo�ng is a conve-
nient methodfor snif�ng througha switch (alsoknown as
active snif�ng) [31]. Theattackhostcaneitherdroppack-
etsto deny traf�c, or forwardtraf�c to theactualdestination
while doing stealthmonitoring. A tool commonlyusedin
suchattacksis arpspoof[31].

Defense: TheARPspoofdefensecontinuouslymonitors
themappingof MAC to IP addressesona systemusingthe
arpcommand.Changescanbeeitherdueto legitimatere-
con�gurations(replacedNICs) or cachepoisoningattacks.
This tacticassumesthat thedefensewould be reinitialized
after valid recon�guration,and thereforetakes immediate
actionupondetectingcachechangesby resetingit with the
correctvalues. Furthermore,traf�c to andfrom offending
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MAC addressesis blocked. Finally, an alert is passedto
higherlevel decisionmakingcomponents.

Limitations: SinceARPcachepoisoningcannotbeexe-
cutedacrosswell-con�guredrouterboundaries,it is indica-
tive of anattacker with directaccessto a network segment.
Becauseattackershavea largearsenalof attacktoolswhich
rely on directnetwork access,speci�c reactionsto counter
ARP cachepoisoningmight beof limited useanda higher
level policy shouldconsiderto take more drasticactions,
suchascontainingthewholeLAN.

Customization: Thetacticcanbeinitialized with a cor-
rectmappingto startwith or takeasnapshotatstartuptime.
Similar to previously describeddefenses,MAC addresses
canbe placedon a white-list to prevent themfrom being
blocked andthe monitoringratecanbe adjusted.The de-
fensecomponentcanrun onend-systems,but thepreferred
insertionpoint is onboundarycontrollers.

Alternative Approaches: High quality switchesoften
have a featurecalled MAC binding which preventsMAC
addressesassociatedwith portsfromchangingoncethey are
initially set. Legitimate MAC changescan be performed
by the network administratoron a per-casebasis. On the
downside,MAC binding greatlyincreasesthe overheadof
thenetworkoperationsteamandis thereforehighly frowned
upon.Along thesamelines,theuseof staticARPentriesis
consideredimpracticalin mostcasesfor scalabilityreasons.
Arpwatch[22] is a programwith monitoringfunctionality
similar to the defenseoutlinedhere. It “listens” for ARP
replieson a network andstoresa tableof IP/MAC associa-
tions in a �le. The tool noti�es network administratorsvia
emailwhenchangesoccur.

4.1.4 Squelching Insider Floods

Attack Model: If anattackermanagesto takeoveracentral
applicationserver, hemight usenetwork loadgeneratorsto
exhaustall availablebandwidthbetweenapplicationcom-
ponents.A similarcategoryof attacksinvolvespropagation
of maliciouscode(e.g. throughtrojan horses)to a large
setof clients,usingthemaslaunchingpadsfor distributed
denial-of-service�oods.

Figure3 depictsa relatedcasein which a maliciousin-

siderusesa non-applicationmachineon theclient network
asa loadgenerator. RSVPandDiffservareonly of limited
valueagainstsuchinsider�ooding attacks.Evenif all com-
municationbetweenClient and Server is VPN protected,
authenticationis mostoftenbasedon IP-identity, andthere-
fore cannotdistinguishbetweenlegitimatetraf�c andmali-
cious�oods from the samemachine. In Figure3, the vir-
tual privatenetwork con�gured to createa tunnelbetween
the two routersonly protectagainstspoo�ng of addresses
betweenthe two routers,making it easyfor an malicious
insider to create�oods which seemto originatefrom the
clienthost.

Defense: Thedefenseusesthenotionof boundarycon-
trollers to contain �oods. TheseIP-level �re walls guard
eachLAN andareinjectedinto thecommunicationpathto
theoutsideworld. The�ood containmenttactic(runningon
aboundarycontroller)continuouslymonitorsoutgoingtraf-
�c via Iptablesandcalculatesthroughputmetricsincluding
packets/secondandbits/second.Duringacalibrationphase,
expectedmeanvaluesare saved internally and usedas a
baselineduring normaloperation. Comparisonsof means
betweenobservedandexpectedparametersareexecutedin
regular intervalsto determinewhethertheobservedoutgo-
ing traf�c is signi�cantly higherthanexpected.If so,rout-
ing con�gurationsat theboundarycontrollersarechanged
to ratelimit outgoingtraf�c via a tokenbucket �lter . This
specialqueuing�lter createsavirtual bucketbasedonade-
scriptionof maximumallowablethroughputin bitspersec-
ond. The Linux routing codeplacesincomingpackets in
the bucket, which “leaks” forwardedpacketsat the speci-
�ed rate.Oncethebucket is full, it startsdroppingpackets.
Ratelimiting is kept in placefor a certainperiodof time,
afterwhich thedefenserevertsbackto thestartupcon�gu-
ration.

Limitations: Thecurrentimplementationreliesoncom-
parisonof meansto detect�oods. Alterationsin the traf-
�c patternswhich do not changethe meanthereforego
undetected.An attacker might imposea new traf�c pat-
tern whereoutgoingtraf�c cyclesthroughphasesof max-
imum and zero output, not changingthe mean. A time
synchronizedcombinationof multiplesuchcyclesin differ-
ent LANs could easilyexhaustcentralnetwork resources.
Along similar lines,it mightnotbepossibleto gathermean-
ingful calibratedmeanvaluesdue to the highly dynamic
natureof someapplications.Both falsepositivesandunde-
tected�oods could result from biasedcalibration. Finally,
this defensestrategy requiresa boundarycontroller to be
addedto a LAN in orderto contain�oods, which increases
bothrun-timeandphysicaloverhead.

Customization: Boundary controllers are placed as
guardsat theedgesof asecuritydomain.If ahosthasmulti-
plesecuritydomains,for instanceby virtue of hostingmul-
tiple virtual machines[32] on a securityenhancedoperat-
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ing system[13, 14], thedefensecomponentcanbeinstalled
on thebasehostto contain�oods originatingfrom thevir-
tual machines.LANs form network securitydomains(also
called collision domains)by virtue of sharing resources
within the domain. A separateLAN-basedboundarycon-
troller is usedasa guardin this case.For detecting�oods,
parameterslike measurementfrequency, calibration win-
dow size,observationwindow size,datapointsto dropupon
startup,andsigni�canceinterval for hypothesistestscanbe
adjustedto suit applicationspeci�c needs. Customizable
actuatorparametersinclude maximumthroughput,maxi-
mumshorttermburstthroughput,andratelimiting period.

Alternative Approaches: Bestpracticesin network de-
sign[5, 11] offerpatternsto contain�oods. Clearseparation
of collision domainsandbandwidthover-provisioningare
someexamplesof effectivenetwork design.Givenacertain
numberof clientservercommunicationpaths,theimpactof
remote�oods on the server is correlatedto the sizeof the
pipe betweenthe �ooding client and the server: A single
clientconnectedto aserverovertheInternetis likely to only
deny accessto legitimateclients in its topologyneighbor-
hood.However, distributeddenialof serviceattacksareof-
tencomprisedof many smallcoordinated�oods, effectively
bringing down large partsof server accessnetworks. D-
WARD [16] proposesa mechanismin whichsourcerouters
detectandrate limit suspicious�o ws. D-WARD features
�ne-grainedprotocol-speci�cstatisticsanddeterminesthe
rate limit by exponentialcorrelatingto attack �o w rates.
Edgeroutersin Diffserv [21] have capabilitiescompara-
bleto APOD'sboundarycontrollers,but areoftenstatically
con�guredvia pre-negotiatedservicelevelagreements.VP-
Nshield[33] providesanintegratedsolutionto containout-
sider �oods, whereasthe APOD defensetactic discussed
heredealswith insider�oods.

4.1.5 Evading Port Attacks through Port and Address
Hopping

Attack Model: Traditional security mechanismstry to
thwartattackersby encryptingandencapsulatingdatapack-
ets.Theencrypteddatais thensentbetweentwo dedicated
�x edendpoints.This leavesoutsideattackerswith thepos-
sibility of detectingendpointsvia traf�c analysis.For inside
attackers,whocanusuallyobtainport informationvia sniff-
ing thecommunicationafter it hasbeendecrypted,getting
IP informationis eveneasier. Thenext stepin many attacks
is to runwell-known pre-existingexploits.

Defense: Port/Addresshoppingis a dynamictactic that
constantlychangesa service's TCP identity, i.e., its IP ad-
dressandTCP port. The intentionis to both hide the ser-
vice's real identity andconfusethe attacker during recon-
naissance.

In TCP communications,all messagesexchangedbe-

Client Server 1
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Router Router
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Figure 4. Two designs for implementing por t
and address hopping

tween two partiescontain a sourceand destination(ad-
dress:port)pair. In addition, higher-level DOC protocols,
suchasIIOP, embedTCPinformationin objectreferences.
IP Port hoppingcontinuouslyreplacesthesourceanddes-
tination port with randomlypicked numbersandredirects
traf�c accordingly. Addresshoppinggoesonestepfurther
by randomlychangingtheaddresspart.Packetsintercepted
by attackerswill reveal randomaddresses,which arevalid
only for asmallperiodof time,e.g.,1 minute.For aportat-
tackto besuccessful,theattackermustdiscover thecurrent
portsandexecutetheattackall within onerefreshcycle.

As additionalbene�t, this tactic increasesthelikelihood
of anattacker to bedetected.An attacker who is not aware
of the dynamicchangesmight run attacksagainst“stale”
addressesand ports, raising alerts. A more sophisticated
attacker might try to predictfutureselectionsbasedon ad-
dressesand ports observed during reconnaissance.Since
the defensechoosesaddressesand ports randomlywithin
a certain range, the attacker's predicationis likely to be
wrong,raisingfurtheralerts.

Figure4 displaysthemajorcomponentsandtheirusage.
Thehoppingmechanismis implementedby aclientcompo-
nentcalledhoppingdelegateandnetwork addresstransla-
tion (shortNAT) gateway. Thehoppingdelegateis directly
locatedon the client machine(or even in the client's pro-
cessin somecases).It interceptsIIOP RPCcallsto thereal
server, andreplacesall (realaddress:realport)headerinfor-
mationwith (fakeaddress:fakeport).

TheNAT gateway is locatedeitheron theserver's LAN
or directly on theserver host. It doesthe reversemapping
from (fakeaddress:fakeport)to (realaddress:realport).The
(fakeaddress:fakeport)pair is pickedrandomlyfrom arange
of IP addressesandports.It is usedfor aspeci�c cycletime,
afterwhich a new pair is generatedandused. Information
aboutthepreviouspair is savedto identify suspicioustraf�c
usingstalepairs.

Note that this mechanismrelies on synchronizationof
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randomnumbergeneratorsbetweenthe two components
which canbeachievedby seedingbothgeneratorswith the
sameinitial value. In addition,time synchronizationis re-
quiredto coordinatetheswitchoverusinganewly generated
(fakeaddress:fakeport)pair. Weidenti�ed thefollowing two
usecases,which lead to two differentdesignsand imple-
mentations:

� Tunnels - Client and server have addresseswithin
the sameIP network. The communicationbetween
Client and Server1 in Figure 4 doesnot involve any
routers,sinceboth machinesareon the sameIP net-
work andconnectedvia a switch. In orderto prevent
Attacker1 from detectingServer1's port, the client's
delegateredirectstraf�c to goovera tunnelto Server1,
changingserver side ports (and also possibly client
sideports)of the tunnel randomlyover time. In this
scheme,APOD's adaptive defenseis limited to port
hopping.

� NAT Gateway - Client and server are located on
different IP networks. For communicationbetween
Client andServer2, theclient componentchangesthe
targetaddressof packetsdestinedfor Server2to a ran-
domIP addresswithin thesameIP networkasServer2.
In addition, a randomport is selected. This packet
is routed to the NAT gateway, which forwards the
packet to Server2. Replies from Server2 to Client
areagainforwardedthroughtheNAT gateway to have
their sourceIP addressand port adjustedto the ran-
domselection.BothAttacker1andAttacker2seeonly
packetsbetweenClient andrandomIP addressesand
randomports.If required,anequivalentNAT gateway
on theclient's LAN canobfuscateClient's IP address
andport,sothatAttacker2is only ableto seetraf�c be-
tweenrandomaddressesandportsof hostsin the two
LANs.

Limitations: For eachsystem,the choice of random
portsis limited by thenumberof legitimateTCPportsmi-
nus the ports alreadyusedup by other services. Legiti-
mateTCPportsaretypically in therangebetween1024and
65535on both client and server systems,which leaves a
rangeof roughly64000numbersfor hoppingpurposes,as-
sumingthat only a small numberof portsareusedup by
other TCP connections.Furthermore,addresshoppingis
limited by thenumberof routablehostaddresseswithin the
client's and server's IP addressspace,sincepackets with
fake addressesstill have to reachthe NAT gateway. Dy-
namicallychangingportsandaddressesmight beimpracti-
cal for serversprotectedby COTShardware�re walls,since
it requiresthe�re wall to sequentiallyopena wide rangeof
ports. However, closerintegrationbetweenthe NAT gate-
wayandthe�re wall (e.g.,via SSHcontrols)mightmitigate

thisproblem:Thegatewaycouldsendauthenticatedsignals
to the �re wall indicating which dedicatedport to openat
any givenpoint in time.

Customization: In additionto thetwo differentdeploy-
mentmodesdescribedabove,onecancustomizevariouspa-
rameters,including:

� the rangeof port numbers(and certainports in that
rangecanbeexcluded),

� how long a selectionof IP identitiesshouldbe used
until thenext oneis pickedrandomly, and

� how long an old selectionof IP identitiesshouldstay
active to smoothtransitionbehavior.

Varioustunnelingmechanisms,includingSSH,Netcat,and
Zebedee,have beenintegratedand can be selectedupon
startuptime.

Alternative Approaches: TheDYNAT project[10] has
implementedandvalidatedanapproachsimilar to theNAT
gateway. Comparedto DYNAT, theAPOD tacticprovides
hoppingfunctionalityonprotocollayersaboveTCP, suchas
distributedCORBA calls,which requiresadditionalmodi-
�cation of TCP/IPdatain theIIOP protocol. Furthermore,
the APOD solutionrelieson standardCOTS utilities such
asLinux IptablesandZebedeetunnelsto implementthede-
siredfunctionality, whereasDYNAT is amorehardwarein-
tegrated,specializedsolution.

CONTRA [12] implementsIP addressdispersionby
addingCONTRAheaderscontainingtherealdestinationto
packets. Theactualpacket addressesarethentransformed
andforwardedover a setof relay hoststo the �nal target.
The relay operationincludesdecryptionof the CONTRA
header, extraction of the real destination,changesto the
padding,and re-encryptionwith the key of the next hop.
Comparedto the DYNAT or APOD, CONTRA requires
changesto the routing infrastructure(i.e. relay hosts)to
supporttheCONTRAprotocol.

5 DefenseStrategies

The individual adaptive responsesdescribedin Section
4 are not enoughfor effectively defendingcritical appli-
cations. Multiple tacticsarerequiredto addressan appli-
cation's survivability requirements. Figure 5 shows how
APOD allows oneto combineindividual mechanismsand
tacticsinto higher-level defensestrategies.

The local defensetacticsdescribedin Section4.1 are
built on top of mechanismsand rely on local knowledge.
Individual tacticsarethereforevulnerableto certainattacks
(e.g. spoo�ng) that try to trick the defenseinto inducing
self-in�icted denial of service. Distributing suchisolated
weakresponsesmight further force this issue.In addition,
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Figure 5. Integration of mechanisms and local
tactics in an overall defense

tacticsfocusingon differentaspectsof the systemneedto
coordinateto successfullywork together. For example,port
hoppingfrequentlychangesthedestinationportsof packets,
which could be interpretedby Snortasa port scanin ab-
senceof coordinationbetweenthetwo mechanisms.There-
fore, moresophisticateddefensestrategiesinvolve coordi-
nationamongconstituent(sub-)strategiesto build anover-
all defense.Wedescribeanexampleof suchanoverarching
strategy in this section.

Thebasicobjectiveof thetop-levelstrategy is to increase
anapplication'ssurvivability throughmorecoordinatedde-
fensebehavior. It assumesthat the existing infrastructure,
includingoperatingsystemsandnetworks,is hardenedto a
reasonabledegreeusingCOTS securitytools. This means
thatapplicationtraf�c is likely to beencryptedandauthen-
ticatedvia VPNs, prioritized using network reservations,
andcontrolledvia �re walls. In addition,bestpracticesin
network designareassumed,resultingin a structurednet-
work whichis well provisionedto dealwith expectedtraf�c
loads,hascleanlyisolatedcollisiondomains,andmayhave
abuffer zoneto theoutsideworld.

Although theseapproachesare ratherbinary andstatic
in nature(either they are successfulin providing security
or they fail completely),they form the�rst line of defense.
Defenseenablingbuilds moredynamicresponseson topof
suchahardenedfoundation.

We have identi�ed the following three defensesub-
strategies:

� OutrunningComponentFailures, which replicateskey
applicationcomponentsand intelligently placesnew
replicasonsuitablehostsuponnoticingfailures.

� AttackContainment, whichisolateshostintrusionsand
network baseddistributeddenialof serviceattacksand
stopstheir propagation.

� ContinuousUnpredictable Changes, which tries to

put strict time constraintson the usefulnessof ob-
tainedattackinformationby constantlychangingun-
predictably.

Theimplementationof thesub-strategiesis basedon the
QuOadaptivemiddlewareframework [40], which provides
architecturalsupportandtools for encapsulatingstrategies
in self-containedreusablecomponentscalledqoskets[29].

Theremainderof thissectiondiscusseseachstrategy and
thecorrrespondingqoskets.

5.1 Outrunning ComponentFailur es

Theself-stabilizingsoftwarebusis a lightweightAPOD
mechanismfor toleratingcrashfailures.Theoutrunstrategy
interfaceswith thebusand,upondetectinga replicadeath,
selectsanew hostfor thereplacementreplica.Thenew host
is pickedfrom a list of possiblecandidatesby searchingfor
a hostwhich is hard to in�ltrate for the attacker basedon
thedefense's currentknowledgeof theattackstate.A host
is preferredif it hasnot beenin�ltrated yet andis not ex-
pectedto be shutdown soon(as an action of the contain-
ment strategy describedbelow). In addition, the strategy
giveshigherpreferenceto hostslocatedin a differentnet-
work securitydomain,i.e.,ona differentIP subnet,relative
to theobservedfault. Furthernetwork centricinformation,
for instancewhethera network level intrusionhasbeenob-
served on the candidateor its network, is alsoconsidered.
Thisstrategy is veryagilewith reactiontimesof acoupleof
seconds.

The reactive outrunning strategy was deployed and
testedin a set of APOD Red Team experiments(which
arefurther describedin Section6). A proactive modewas
addedafter the experiments,in which the strategy keeps
moving replicasfrom hostto host,effectively keepingad-
dressandport informationdynamicandhardto determine.

5.2 Attack Containment

The containmentstrategiesdescribedin this sectionare
usedto to preventanattackerfrom beingableto attacklarge
partsof thesystemby takingover a singlepartof it. In the
QuarantineHostsstrategy, individual machinesaretreated
assecuritydomains. This preventsan attacker who gains
root privilegeson oneessentialserver from easilyspread-
ing thesameattackto remainingservers.Containmentqos-
ketsrunonall applicationhostsandcoordinatetheiractions
usingtheself-stabilizingsoftwarebus. Theqosketsimple-
ment the Block SuspiciousTraf�c strategy combinedwith
coordinatedlogic to consistentlyblock attacksandprevent
self-in�icted denialof service.

UpondetectingaportattackonhostX, theqosketchecks
whetherit is in a denial-of-servicemodeor experiencing
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a commonmodefailure by checkinghow many hostshad
beenin�ltrated by the sameattackbefore. In the absence
of denialof serviceattacks,thesourceof theattackpacket
is notedandcommunicatedto all otherqoskets. Upon re-
ceiving theattacknoti�cation, theqosket on hostX triesto
initiateanautomatichostshutdownto preventthein�ltrated
systemfrom beingusedasa launchpadfor furtherattacks.
In addition, the qosketson all otherhostschange�re wall
rulesto blocktraf�c to andfrom X. To preventself-in�icted
denialof service,thestrategy only containsup to a certain
percentageof machines.After exceedingthe limit, it only
issuesrecommendationsto theoutrunningstrategy whichin
turnavoidsstartingnew replicason in�ltrated hosts.

To contain insider �oods, the Squelch Insider Floods
strategy is deployedonboundarycontrollerson eachLAN.
Sincethis defenseonly protectsagainst�oods originating
from aLAN protectedby theboundarycontroller, SERSVP
is usedin additionto defendagainstexternal�oods of inter-
LAN links. Bandwidthreservationsarestatically initiated
uponstartup. Finally, the boundarycontrollersare linked
with hostdefensesto implementaTraceBack Containment
policy. If a boundarycontrollergetsnoti�ed thata hostH
within its domainhasbeenmarkedsuspicious,it will block
traf�c to andfrom H closestto H's source.

5.3 ContinuousUnpredictableChanges

Sophisticatedattackersoftenspenda long time trying to
mapthe targetnetwork andgatherasmuchinformationas
possibleaboutessentialservices.Undertheassumptionthat
determinedattackerswill getany informationgivenenough
time,keepingsensitive informationaboutthesystem'sstate
staticdoesnot make sense.Thedefensestrategy described
heretriesto renderinformationobtainedby attackersharm-
lessby changingit frequently. As anaddedbonus,theuse
of staleinformationraisesalerts,which canserve asinput
to intrusiondetectionsystems.

To maximize the defense,changesshould be unpre-
dictablefor the attacker. Timelinessis a centralaspectof
this defense;on onehand,a high rateof changeresultsin
high overhead;on theotherhand,infrequentchangemight
allow anattacker to gatherinformationandexecuteandat-
tackwithin onerefreshcycle. Thestrategy hasto be�e xible
enoughto allow oneto describethis trade-off upondeploy-
ment. Examplesof this strategy includeport andaddress
hopping(4.1.5), unpredictableserver selectionfor client-
server interactions,andunpredictablenetwork routeselec-
tion for connections.

Although this strategy is proactive, a reactive version
may make senseif the defensecan survive the attackat
hand.In a replicatedsystem,relocatingreplicasproactively
might have unnecessaryoverheadcomparedto startinga
new replicain a randomlyselectedcleandomainonly upon

noticinga fault. Section5.1 shows anexampleof reactive
behavior which reliesonpropertiesof theunderlyingrepli-
cationmechanismto toleratereplicafaults.

6 Experimental Validation

Theevaluationof network-centricdefensetook placein
multiple stagesthroughouttheprojectrangingfrom logical
analysisto redteamexperimentation.Early in theproject,a
setof defense-enabledapplicationsweresubjectedto inter-
nalredteamtestingby adeveloperoutsideof theAPODde-
velopmentteam.Thisearlyexperimentationclearlypointed
outtheneedto addressnetwork-basedattacks.New defense
tacticsincluding port hoppingandblocking of suspicious
traf�c weredeveloped,andstrategieslike containmentand
continuousrecon�gurationwerefurtherre�ned.

Towardstheendof theAPODproject,theFTN/DCcon-
tinuousexperimentationprogram[15, 37] conductedtwo
formal RedTeamexperimentsto evaluatethematurityand
applicabilityof APOD's dynamicdefenses.Resultsof the
experimentshave beenpublishedelsewhere[18, 17, 24],
includingde�nitions of hypotheses,�ags, rulesof engage-
ments,metrics,dataanalyses,andattacks.

Despitethe fact that the RedTeamwasableto capture
the denial �ag most of the time, the experimentsdemon-
stratedthatAPOD improvedsurvivability at anacceptable
cost. The RedTeamattemptedto usethe defenseagainst
itself to capturethe�ags. Attacksthatweresuccessfulwere
multi-staged,composedof sub-attacks,andexecutedin a
coordinatedway, with eachsub-attackaimedat achieving a
partialgoaltowardscapturingthe�ag.

7 Conclusion

Adaptive use of network-basedcapabilitiesis key to
successfuland effective defense. Defenseenablingwith
network-basedcapabilitieshas demonstratedpotential in
forcingevenhighly skilledattackersto work hardto achieve
their objective.

Network-basedmechanismsand tactics are especially
useful in enforcingcontainmentand isolation at the net-
work level. Containmentattemptsto keeptheattacker from
affecting wider partsof the system. Isolationattemptsto
separateusefultraf�c from suspectedtraf�c with thehope
thatusefultraf�c canstill beallowed. Network-centricre-
sponsescanbe extremelypowerful andaffect a large part
of thesystem,thereforestrategiesusingthesemustbecare-
fully evaluated.

Wehavedemonstratedthatnetwork-basedresponsescan
be utilized in dynamic defense,but further researchis
neededto developnew tactics,integratenew mechanisms,
andevaluatetheusefulnessandcost-bene�ttradeoffsbefore
suchdefensescanbeeffectively deployed.
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