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Abstract

Attadks against distributed systemdrequentlystart at
thenetworklayer by gatheringnetworkrelatedinformation
(sut asopenTCP ports)andcontinueon by exhaustinge-
souices,or abusingprotocols. Defendingagainstnetwork-
basedattadsis a major focusareain the APOD (Applica-
tion ThatParticipatein Their OwnDefense)roject,which
setout to develop technolagiesthat increasean applica-
tion'sresilienceagainstcyberattads. This papergivesan

overvien of APOD's current setof network-level defenses.

Speci ¢ network-basedlefensemehanismsare described
r st, followedby a discussioron howto usethemin local

defensivébehavior Defensestrategies,which specifycoor

dinateddefensivébehavioracrossa distributedsystemare

discussedext, followedbyresultsfrominitial experimental
evaluation.

1 Intr oduction

Defenseenablingis an approachto malke critical appli-
cationsmoresurvivable. In this approacha defensestrat-
egy andsupportingdefensemechanismareintegratedwith
theapplicationbasedodn its survivability requirementsThe
conceptof defenseenablingas well as the processand
toolkit supportingit were rst developedin the DARPA
APOD (ApplicationsthatParticipatein their Own Defense)
project[25, 35].

Several applicationsof varying compleity and surviv-
ability requirementsvere defense-enablethroughoutthe
courseof the project. Somenetwork capabilitiessuchas
monitoring and manipulationof network trafc were re-
quiredin mostof thesecasesOvertime, partsof thecustom
network stratgieswerefactoredout of theapplicationsin-
tegrateddefensendpackagednto stand-aloneomponents
within the QuO middleware[29, 26] frameawork.

This paperdiscussesetwork-baseddefensesandis or-
ganizedasfollows. Section2 describegeneramotivations

*This work is fundedby DARPA undercontractnumberF30602-99-
C-0188. The APOD toolkit is available as open sourcesoftware from
http://apod.bbn.com/relealstést.

behindusing network-basedmechanismsn defense.Sec-
tion 3 describes setof network-basednechanismsisedin

variousdefense-enableapplications Sectiond detailshow

thesemechanismganbe utilized to supportdefensie be-
havior whichis local in scope.Local defenseganbe com-
binedandextendedo form defensestratgyies,asexplained
in Section5. Our experiencen experimentallyevaluating
theutility of network-basediefensegs describedn Section
6. Section7 concludeghepaper

2 Rationalefor Network-Based Defense

It is generallyacceptedhatattackson computersystems
will continueto happen,andsomewill be successfulbe-
causatruly securednfrastructurésimpracticalandcostly,
if notimpossible New attacksareconstantlybeingdevised
andincorrectcon gurationsandother a ws continueto ex-
ist in real systems.Therefore,t is crucial to detectthe ef-
fects of successfuhttacksearly on andtake countermea-
suresto limit or repairthe damage. Sincethe network is
often the startingpoint for attacks,network-basedlefense
is essentiafor interveningearly in the attackwhile the at-
tacler is still trying to gainatoe hold or performingrecon-
naissanceDefensemechanisméntroducedin the network
force attaclersto work aroundthem, which prolongsthe
applications usefullife andincreasesttaclers' visibility.
Interruptingan attacler during his attemptsto gain access
to variouspartsof the systemcanpotentiallylimit the parts
hewill beableto take over.

Continuedoperationof mary applicationsdependsin
parton the availability of network resourcessuchascon-
nectvity andbandwidth. Consequentlya major category
of attacksis concernedvith consumingor corruptingthese
resourcesAs anexample,anattacler might ood network
links with arti cial load sothatapplicationpacletscannot
reachtheir destinationin time. This resultsin unexpect-
edlylong respons¢imesandotherundesirablesffectssuch
astimeoutsor exceptions. Variousmeasureganbe intro-
ducedto defendagainsnetwork-resourcelepletionattacks.
As partof its defensetheapplicationmay setup bandwidth
resenationsto get guaranteedhroughputto essentiaker
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Figure 1. Reservations limit effects of out-
sider oods

vices. Reserationscanproactiely be putin place,or can
be attemptedn demandasareactionto someobsenedde-
lay or timeout.

Anothercommontype of resourcedepletionis targeted
at TCP stackresourcesThe attacler might launcha ood
of connectiorrequestgo a serviceport andhold on to the
connectionaslong aspossible. Eachconnectionacquires
memoryand CPU resourcesandlegitimate connectiorre-
guestsaredeniedoncetheseresourcesreover-utilized. As
partof its defensethe applicationmay boundthe number
of parallel connectionsyaisealarms,andrejectnew con-
nectionrequestsfrom hostswhich try to establisha large
numberof connectionsn a shortamountof time.

Directmanipulationof networkelementssuchasrouters
and boundarycontrollers,can provide e xible and effec-
tive defensesagainstsomedenial of serviceattacks. Net-
work devicesaretypically sharedacrossmultiple different
applications;this is where defenseenablingevolvesfrom
defendinga singlecritical applicationto defendingthe ag-
gregatesystem.Any defenseémplementedntheaggrejate
network (i.e., routersand boundarycontrollers)musttake
into accountheeffectit imposesonthewholesystemcon-
sequentlyrequiring more coordination. Examplesinclude
rate limiting and Itering at boundarycontrollersand the
useof systemwide bandwidthresenationsto protectcriti-
caltrafc.

Finally, anapplications defensamaysimplyinvolve bet-
ter usageof existing securityservicesyequiringcontmol of
networkrelatedactivitiesat thehosts For instancedefend-
ing an applicationmay requirethatall communicatiorbe-
tweentwo key componentsnustgo over encryptedlPsec
channelgasopposedo traditionallP). Thechangegrom IP
to IPseccould be staticallydoneat startup,or dynamically
in responséo someevent,allowing oneto specifyatradeof
betweenperformanceandsecurityby only enablingcostly
encryptionwhentheapplicationis underattack.

3 Network-Centric DefenseMechanisms

This chapterdescribeghe set of underlying network-
basedmechanismaisedin APOD. A descriptionof other
capabilities, including lesystem, host, and replication
managementcan be found elsavhere [17, 34]. Many
network-basednechanismsutlinedin this sectionareopen
sourceools,all of themhave beenusedin defenseenabling
via the APOD toolkit.

e Intrusion Detection - Snort [28] is a lightweight
signature-baseihtrusiondetectionsystemwhich tries
to identify network attacksby matchingtraf c to afre-
guentlyupdatedsetof attackpatterns Snortis capable
of detectingportscanswell-known buffer over ow at-
tacks,andtrojan horses.Snortis usedin mary APOD
applicationsasa network sensor

e Firewalls - Net Iter [19] (alsocalledlptables)imple-
mentsa stateful re wall on top of the Linux operating
system. Using Iptablesone can block certaintrafc,
redirectoutgoingtraf ¢ to atunnel,changeP source
ortamgetaddressegia network addressranslationand
measurehroughputvia IP accountinglptablesis typ-
ically usedin APOD asa distributed re wall to block
suspectedraf c.

e TCP Stack Probes - Netstat[30] reportsinformation
abouttheinternalstateof the TCP stack. The number
of parallelconnectiondo a speci ¢ TCP port andthe
stateof the connectiongreof particularinterestto the
defensesincemary denialof serviceattackswork by
exhaustingTCP stackresources.In addition, the de-
fensecanobtaininformationaboutthe MAC to IP ad-
dressmappingby inspectingocal ARP cachesia the
Arp command[8]. This commandalso providesthe
capabilityof staticallyspecifyingmappinggo prevent
ARP cachepoisoningattackg31].

e Virtual Private Networks - VPNsallow end-systems
to establisha trustedcommunicatiorchannelover an
untrustechetwork, e.g.the Internet,by employing en-
cryption and authenticatiormechanismsThe APOD
toolkit hasinterfacesto FreeS/VAN [6], a Linux im-
plementatiorof IPsed9], whichallows applicationgo
dynamicallyestablishtunnels.In addition lightweight
userspacdunnelingtoolswerealsointegratedjnclud-
ing openssti23] andZebeded39].

e Bandwidth Reservation Schemes - Multiple applica-
tions often sharethe samenetwork and therebycon-
tendfor available bandwidth. Intserv[36] and Diff-
serv[1] evolved astwo alternatve meansto specify
how bandwidthis assignedo trafc. Intsery asrep-
resentecby RSVP [2], emplogys a signaling protocol



to ensureend-to-endresenation attributes, requiring
routersalongthepathto keepinternalresenationstate.
Diffsery, in contrastpusheghe compleity to thenet-
work edges: trafc marking and conditioning takes
placein borderrouters,allowing the core routersto
treat paclets basedon their markingsand eliminates
theneedto keepresenationstate.

APOD experimentedwith two differentimplementa-
tions of RSVPto defendthe systemagainstoutsider
oods (seeFigurel) : A CORBA-wrappedversionof

thelSl implementatiomamedquoRsvporl27] anda
securityenhancedrersionof the University of Darm-
stadtimplementationcalled SERSVP[38]. In ad-
dition, APOD prototypeda Bandwidth Broker [21],

which providesa uni ed interfaceto the application
for specifyingits bandwidthrequirements.

e Traffic Shaping - The Iproute2[8] packageenables
Linux hoststo function asreplacement$or hardware
routers. Intserv and Diffserv on Linux routersare
madepossibleby full- edged queuemanagemergup-
port. Traf c shapingis implementedhrougha token
bucket Iter queue. The defensecan specify a maxi-
mum forwarding rate and further re ne the policy to
allow short-termbursts.

4 Localized Defensve Behavior

Simple use of network-centricdefensemechanismsn-
volvesreactie responsesvith local scope,utilizing capa-
bilities of asmallnumberof mechanismsSuchtacticstend
to employ onemechanisnor its sensoicapabilityandtie it
to asecondmechanisnior reaction.Figure2 summarizes
sampling! of thetacticswe have investigatedn APOD.

Local tactics are highly reusableand self-contained.
However, anindividuallocalizedresponsdasednincom-
plete(i.e., local) knowledgemay not by itself prolongthe
usefullife of adistributedapplication.Nonthelessthey are
necessargomponentof an overarchingdefensestratayy,
and, as shavn in Section5, multiple local tacticscan be
combinedin a coordinatedwvay to mountan effective de-
fense.

4.1 Reactive Tactics

Themechanismsgescribedn Section3 performspeci ¢
securityrelatedtasks. For example,Snortprovidesattack
alerts,Iptablesblockstraf ¢, andlproute2ratelimits traf-
c. A defensietacticattemptgo integratetheseservicego
mountlocal defensveresponses.

1Thisis anon-ehaustve snapshobf our defenseenablingwork; more
mechanismsvill beaddedaswe expandour technologybase.
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Figure 2. Reactive tactics based on local
knowledg e

The tactic againstTCP connection oods, for instance,
usesNetstatin combinationwith a thresholdcounterto
senseTCP connection oods. It mountsa responseby
blockingtraf ¢ fromthesuspectedourceof the ood. This
defensdacticis intendedto reactquickly, however, its ac-
tions may have a relatively high false-positie rate in the
presencef spoo ng.

In additionto the defenseoutlined above called Chok-
ing TCP ConnectiorFloods we have developedthreemore
network-basedeactie tacticsnamedBlodking Suspicious
Traf ¢, ContainingARP Cade Poisoning and Squelting
Insider Floods which aredescribedn moredetail below.

Continuingwith this ideain the ITUA project[4], we
have encapsulateduchreactve tacticsin theform of ITUA
RapidReactionLoops Loopsprovide rapidreactionbased
on local knowledgeto disruptthe attacler's o w early on
in anattack.Changegausedy loopsarelimited in scope,
oftentransientandeasyto reverse whichis especiallyim-
portantin the presencef falsepositives.

The remainderof this sectiondescribessomereactve
tacticswe experimentedvith.

4.1.1 Blocking Suspicious Traffic

Attack Model: Attackersoftenuseportscangluringrecon-
naissanceo probe networks and determinewhat services
are active on which hosts. As a next step, pre-scripted
attacksagainstwell-known vulnerabilities,such as buffer
over ows, arefrequentlylaunched.

Defense: This tacticcombinesthe Snortnetwork intru-
sion detectionsystemwith the IptablesLinux re wall to
block traf ¢ to andfrom compromisednachines. It con-
tributesto defensen two ways. First, Snortis ableto detect
portscansan attacler might launchduring reconnaissance.
Disruptingthesescansusing Iptablesto block traf ¢ from
the percevedsourcepreventstheattacler from gettingsen-
sitive information. Second,Snortis capableof detecting
mary well-known signature-basedttackpatterns. Block-
ing suchtrafc preventsattacler hostsfrom taking partin
futureattacks.

Limitations: It is easyto spoofthe sourceaddres®f IP
paclets,especiallyif theattackdoesnotrely on pacletsbe-



ing sendbackto the source.Spoo ng makesit possiblefor
an attacler to trick the defensento blockinga wide range
of essentialseners. The fact that Snort's patternmatch-
ing rulesarepublicly accessibldurtherexacerbateshis is-
sueby makingit straightforvardfor anattacler to createa
scenarioin which differentattacksseemto originatefrom
multiple (critical) machines. Autonomicresponses such
asblockingtrafc, havelittle effectin this context andcan
evenbeharmful. A betterstratgy impliessendingalertsto
correlationintrusiondetectionsystemseg.g.,Emerald[20],
which canthentake actionsbasedon a broadewiew or hu-
maninput. A furtherlimitation is givenby theinherentrace
conditionbetweenongoingattacksandthe defense.If at-
tacksare very fast,they might succeedeforethe defense
tacticcandetectthemandrecon gure.

Customization: This defensetactic can either be de-
ployed on end-system®r on LAN-wide boundarycon-
trollers, thereby scaling up the effects to a set of end-
systems.In addition, one canspecify a white-list of hosts
that should never be blocked. The white-list is a simple
meando preventspoo ng attacksrom tricking thedefense
into blockingessentiakervices.

Alternative Approaches: Shortlyafterthis defensevas
developedunder APOD, the hogwash project [7] started
with thegoalto useSnortasatrafc Iter to throw out 95
percentof all scriptedattacks. Thesedevelopmentefforts
werelater folded backinto Snortitself underthe umbrella
of “inline” Snort,which hasrecentlybecomeavailable.Our
defenseenablingtechnologycannicely accommodatsuch
evolving mechanisms:shortcomingsof an initial mecha-
nism are usually compensatedy middlewvare logic. As
theunderlyingmechanisnmaturesandstartsto incorporate
someof these(as shavn by inline snort), the middleware
implementationis refactoredto take advantageof new ca-
pabilitiesin themechanism.

4.1.2 Choking TCP Connection Floods

Attack Model: Oncethe attacler hasidenti ed a service
runningonadedicated CPport,hemightcommenceo es-
tablishmary parallelconnectiongo thatport. Most seners
createasocketfor eachconnectiorandalsospavn athread
to sene incoming requestswhich leadsto exhaustionof
TCP and higher level protocol (such as RMI) stack re-
sourcesn the presenceof a large numberof connections.
Thisresultsin adenial-of-servicesituation,in which legiti-
mateclientscanno longercommunicatevith the service.
Defense: The defensedactic usedto counterthis attack
continuouslymonitorsthe numberof established CP con-
nectionsto a speci ¢ port via Netstat. When a preestab-
lished maximumnumberof connectiondrom a sourceis
exceededit usedptablesto rejectfurtherconnectiongrom
theoffendingsourcefor someperiodof time.

Limitations: An attacler cankeepchangingits source
addressand eventually achiere resourceexhaustionsince
the connectiorthresholdis sourcespeci c. Anotherattack
approachmay be comprisedof spoo ng the sourceof the
attacksothatthe connectionood seemdo originatefrom
legitimateclients.

In the presenceof spoo ng, this tactic could leadto a
self-in icted denialof service.However, spoo ng a 3-way
TCPconnectiorhandshakis notaseasyasspoo ngsingle
paclet sourceaddressesRoutersandVPNSs, if con gured
properly limit connectionspoo ng to IP addressesf the
sener's LAN.

Customization: Any existing Linux sener application
canbe protectedagainstTCP connectionoods by simply
deploying the APOD middleware componentthat imple-
mentsthis tactic. One needsto further specifywhat TCP
portthe serviceis listeningon, how frequentlythe connec-
tions statusis updated andthe maximumnumberof paral-
lel connections.Runningthe defensecomponenbn client
hostsinsteadof sener hostsshiftsthedefenses focusfrom
protectingsenersto preventingclientsfrom beingusedas
launchingpadsfor distributeddenialof serviceattacks.

Alternative Approaches: Some mechanismsalready
provide meandor dealingwith connectionoods. Iptables
featuredransparentatelimiting of incomingTCP connec-
tionsin termsof connectiongersecond.The Zebededun-
neling mechanisnmemploys the notion of connectiortime-
outs; connectionsare closedafter a certaintime of inac-
tivity to preventconnectionooding. In addition,systems
designedwith survivability in mind sometimeshave simi-
lar strategiesbuilt into higherlevel protocols.The Cougaar
agentmiddleware[3] featuresbuilt-in connectioncounting
in its adaptve, QuO-managettansportiayer[41].

4.1.3 Containing ARP Cache Poisoning

Attack Model: In an ARP spoo ng [31] attack,the ARP
cacheof a hostin the samecollision domainas the exe-
cutinghostis corruptedwhich allows attaclersto intercept
traf ¢ by changingARP entries.ARP spoo ng is a corve-
nientmethodfor snif ng througha switch (alsoknown as
active snif ng) [31]. Theattackhostcaneitherdrop pack-
etstodery traf ¢, orforwardtraf ¢ to theactualdestination
while doing stealthmonitoring. A tool commonlyusedin
suchattackss arpspoof31].

Defense: The ARP spoofdefensecontinuouslymonitors
themappingof MAC to IP addressesn a systemusingthe
arpcommand.Changesanbe eitherdueto legitimatere-
con gurations(replaced\ICs) or cachepoisoningattacks.
This tactic assumeshat the defensewvould be reinitialized
after valid recon guration, and thereforetakes immediate
actionupondetectingcachechangedy resetingt with the
correctvalues. Furthermoretraf ¢ to andfrom offending
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MAC addressess blocked. Finally, an alertis passedo
higherlevel decisionmakingcomponents.

Limitations: SinceARP cachepoisoningcannoteexe-
cutedacrosswell-con guredrouterboundariesit is indica-
tive of anattacler with directaccesgo a network segment.
Becausattaclershave alargearsenabf attacktoolswhich
rely on directnetwork accessspeci ¢ reactiongto counter
ARP cachepoisoningmight be of limited useanda higher
level policy shouldconsiderto take more drasticactions,
suchascontainingthewhole LAN.

Customization: Thetacticcanbeinitialized with a cor-
rectmappingto startwith or take a snapshoat startuptime.
Similar to previously describeddefensesMAC addresses
canbe placedon a white-list to preventthemfrom being
blocked andthe monitoring rate can be adjusted. The de-
fensecomponentanrun on end-systemsyut the preferred
insertionpointis onboundarycontrollers.

Alternative Approaches: High quality switchesoften
have a featurecalled MAC binding which preventsMAC
addresseassociatewvith portsfrom changingoncethey are
initially set. Legitimate MAC changescan be performed
by the network administratoron a percasebasis. On the
downside,MAC binding greatlyincreaseshe overheadof
thenetwork operationgeamandis thereforehighly frowned
upon.Along thesamdines,the useof staticARP entriesis
consideredmpracticalin mostcasedor scalabilityreasons.
Arpwatch[22] is a programwith monitoringfunctionality
similar to the defenseoutlined here. It “listens” for ARP
replieson a network andstoresa tableof IP/MAC associa-
tionsin a le. Thetool noti es network administratorsia
emailwhenchangesccur

4.1.4 Squelching Insider Floods

Attack Model: If anattaclermanageso take overacentral
applicationsener, he might usenetwork load generator$o
exhaustall available bandwidthbetweenapplicationcom-
ponentsA similar category of attacksnvolvespropagation
of maliciouscode (e.g. throughtrojan horses)to a large
setof clients,usingthemaslaunchingpadsfor distributed
denial-of-serviceoods.

Figure 3 depictsa relatedcasein which a maliciousin-

siderusesa non-applicatiormachineon the client network
asaloadgeneratarRSVPandDiffservareonly of limited
valueagainstsuchinsider ooding attacks.Evenif all com-
municationbetweenClient and Sener is VPN protected,
authenticatioris mostoftenbasedn IP-identity; andthere-
fore cannotdistinguishbetweenegitimatetraf c andmali-
cious oods from the samemachine. In Figure3, the vir-
tual private network con gured to createa tunnelbetween
the two routersonly protectagainstspoo ng of addresses
betweenthe two routers,making it easyfor an malicious
insider to create oods which seemto originate from the
clienthost.

Defense: The defensaisesthe notion of boundarycon-
trollers to contain oods. TheselP-level rewalls guard
eachLAN andareinjectedinto the communicatiorpathto
theoutsideworld. The ood containmentactic(runningon
aboundarycontroller)continuouslymonitorsoutgoingtraf-
¢ via Iptablesandcalculateghroughputmetricsincluding
paclets/secondndbits/secondDuring a calibrationphase,
expectedmeanvaluesare sased internally and usedas a
baselineduring normal operation. Comparisonof means
betweerpbsenedandexpectedparameterareexecutedn
regularintervalsto determinewhetherthe obsened outgo-
ing traf ¢ is signi cantly higherthanexpected.If so,rout-
ing con gurationsat the boundarycontrollersare changed
to ratelimit outgoingtrafc via atokenbucket Iter. This
specialqueuing lter createsavirtual bucketbasednade-
scriptionof maximumallowablethroughpuin bits persec-
ond. The Linux routing code placesincoming paclketsin
the bucket, which “leaks” forwardedpaclets at the speci-
ed rate.Oncethebucketis full, it startsdroppingpaclets.
Ratelimiting is keptin placefor a certainperiod of time,
afterwhich the defenserevertsbackto the startupcon gu-
ration.

Limitations: Thecurrentimplementationmeliesoncom-
parisonof meansto detect oods. Alterationsin the traf-
¢ patternswhich do not changethe meanthereforego
undetected. An attacler might imposea new trafc pat-
ternwhereoutgoingtrafc cyclesthroughphasesof max-
imum and zero output, not changingthe mean. A time
synchronizeaombinationof multiple suchcyclesin differ-
ent LANs could easily exhaustcentralnetwork resources.
Along similarlines,it mightnotbepossibleto gathemean-
ingful calibratedmeanvaluesdue to the highly dynamic
natureof someapplications Both falsepositvesandunde-
tected oods could resultfrom biasedcalibration. Finally,
this defensestratgy requiresa boundarycontrollerto be
addedto aLAN in orderto contain oods, whichincreases
bothrun-timeandphysicaloverhead.

Customization: Boundary controllers are placed as
guardsattheedgesf asecuritydomain.If ahosthasmulti-
ple securitydomainsfor instanceby virtue of hostingmul-
tiple virtual machineqg32] on a securityenhancedperat-



ing system{13, 14], thedefensecomponentanbeinstalled
on the basehostto contain oods originatingfrom the vir-
tual machines LANs form network securitydomains(also
called collision domains)by virtue of sharing resources
within the domain. A separatd AN-basedboundarycon-
troller is usedasa guardin this case.For detecting oods,
parameterdike measurementrequeng, calibrationwin-
dow size,obsenationwindow size,datapointsto dropupon
startup,andsigni canceinterval for hypothesigestscanbe
adjustedto suit applicationspeci ¢ needs. Customizable
actuatorparametersnclude maximum throughput, maxi-
mumshorttermburstthroughputandratelimiting period.

Alternative Approaches: Bestpracticesn network de-
sign[5, 11] offer patterndo contain oods. Clearseparation
of collision domainsand bandwidthover-provisioning are
someexamplesof effective network design.Givenacertain
numberof clientsenercommunicatiorpaths theimpactof
remote oods on the sener is correlatedto the size of the
pipe betweenthe ooding client andthe sener: A single
clientconnectedo aseneroverthelnternetis likely to only
dery accesdo legitimate clientsin its topology neighbor
hood.However, distributeddenialof serviceattacksareof-
tencomprisedf mary smallcoordinatedoods, effectively
bringing down large partsof sener accesmetworks. D-
WARD [16] proposes mechanisnin which sourcerouters
detectand rate limit suspiciouso ws. D-WARD features
ne-grained protocol-speci cstatisticsand determineshe
rate limit by exponentialcorrelatingto attack ow rates.
Edgeroutersin Diffserv [21] have capabilitiescompara-
bleto APOD's boundarycontrollers but areoftenstatically
con guredvia pre-ngotiatedservicelevel agreementsvP-
Nshield[33] providesanintegratedsolutionto containout-
sider oods, whereasthe APOD defensetactic discussed
heredealswith insider oods.

4.1.5 Evading Port Attacks through Port and Address
Hopping

Attack Model: Traditional security mechanismgry to
thwartattaclersby encryptingandencapsulatingatapack-
ets. The encrypteddatais thensentbetweenwo dedicated
x edendpoints.This leavesoutsideattaclerswith the pos-
sibility of detectingendpointsiatraf ¢ analysis.Forinside
attaclers,who canusuallyobtainportinformationvia sniff-
ing the communicatiorafterit hasbeendecryptedgetting
IP informationis eveneasier Thenext stepin mary attacks
is to runwell-known pre-eisting exploits.

Defense: Port/Addresshoppingis a dynamictactic that
constantlychangesa services TCP identity, i.e., its IP ad-
dressand TCP port. Theintentionis to both hide the ser
vice's real identity and confusethe attacler during recon-
naissance.

In TCP communicationsall messagegxchangedbe-
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Figure 4. Two designs for implementing port
and address hopping

tweentwo partiescontain a sourceand destination(ad-
dress:portypair. In addition, higherlevel DOC protocols,
suchasllOP, embedTCPinformationin objectreferences.
IP Porthoppingcontinuouslyreplaceshe sourceanddes-
tination port with randomlypicked numbersand redirects
traf c accordingly Addresshoppinggoesonestepfurther
by randomlychangingheaddrespart. Packetsintercepted
by attaclerswill revealrandomaddressesyhich arevalid
only for asmallperiodof time, e.g.,1 minute.For aportat-
tackto besuccessfulthe attacler mustdiscoverthe current
portsandexecutethe attackall within onerefreshcycle.

As additionalbene t, thistacticincreaseshelik elihood
of anattacler to bedetected An attacler whois not aware
of the dynamicchangeamight run attacksagainst‘stale”
addressesind ports, raising alerts. A more sophisticated
attacler might try to predictfuture selectionsasedon ad-
dressesand ports obsened during reconnaissanceSince
the defensechoosesaddressesind ports randomlywithin
a certainrange, the attacler's predicationis likely to be
wrong, raisingfurtheralerts.

Figure4 displaysthe majorcomponentgandtheir usage.
Thehoppingmechanisnis implementedy aclientcompo-
nentcalled hoppingdelegateand network addresgransla-
tion (shortNAT) gatevay. The hoppingdelegateis directly
locatedon the client machine(or evenin the client's pro-
cessn somecases)lt interceptdlOP RPCcallsto thereal
sener, andreplacesall (realaddress:realporteaderinfor-
mationwith (fakeaddressdkeport).

The NAT gatevay is locatedeitheronthe sener's LAN
or directly on the sener host. It doesthe reversemapping
from (fakeaddressdkeport)to (realaddress:realport)The
(fakeaddressdkeport)pairis pickedrandomlyfrom arange
of IP addresseandports.It is usedfor aspeci c cycletime,
afterwhich a new pair is generatecdindused. Information
aboutthe previouspairis savedto identify suspiciougraf ¢
usingstalepairs.

Note that this mechanisnrelies on synchronizatiorof



randomnumbergeneratordbetweenthe two components
which canbe achiesed by seedingooth generatorsvith the
sameinitial value. In addition,time synchronizations re-
quiredto coordinateheswitchoverusinganewly generated
(fakeaddressdkeport)pair. Weidenti ed thefollowing two
usecaseswhich leadto two differentdesignsandimple-
mentations:

e Tunnels - Client and sener have addressewithin
the samelP network. The communicationbetween
Client and Senerl in Figure 4 doesnot involve ary
routers,sinceboth machinesare on the samelP net-
work andconnectedria a switch. In orderto prevent
Attackerl from detectingSenerl's port, the client's
delegateredirectdraf ¢ to gooveratunnelto Senerl,
changingsener side ports (and also possibly client
side ports) of the tunnelrandomlyover time. In this
scheme APOD's adaptve defenseis limited to port

hopping.

e NAT Gateway - Client and sener are located on
different IP networks. For communicationbetween
Clientand Sener2,the client componenthangeghe
targetaddres®f pacletsdestinedor Sener2to aran-
domIP addressvithin thesameP network asSener2.
In addition, a randomport is selected. This paclet
is routed to the NAT gatavay, which forwards the
paclet to Sener2. Repliesfrom Sener2 to Client
areagainforwardedthroughthe NAT gatevay to have
their sourcelP addressand port adjustedto the ran-
domselection.Both AttackerlandAttacker2 seeonly
pacletsbetweenClient andrandomIP addresseand
randomports. If required,anequivalentNAT gatevay
ontheclient's LAN canobfuscateClient's IP address
andport, sothatAttacker2is only ableto seetraf ¢ be-
tweenrandomaddresseandportsof hostsin the two
LANS.

Limitations: For eachsystem,the choice of random
portsis limited by the numberof legitimate TCP portsmi-
nus the ports alreadyusedup by other services. Legiti-
mateTCP portsaretypically in therangebetweerl024and
65535 0n both client and sener systemswhich leaves a
rangeof roughly 64000numbersfor hoppingpurposesas-
sumingthat only a small numberof portsare usedup by
other TCP connections. Furthermore addresshoppingis
limited by the numberof routablehostaddressewithin the
client's and sener's IP addressspace,since packets with
fake addressestill have to reachthe NAT gatevay. Dy-
namicallychangingportsandaddressemight be impracti-
calfor senersprotectedby COTS hardware re walls, since
it requiresthe re wall to sequentiallyopena wide rangeof
ports. However, closerintegrationbetweenthe NAT gate-
way andthe re wall (e.g.,via SSHcontrols)might mitigate

thisproblem:Thegatavay couldsendauthenticategignals
to the rewall indicating which dedicatedport to openat
ary givenpointin time.

Customization: In additionto the two differentdeploy-
mentmodegdescribedbove,onecancustomizevariouspa-
rametersincluding:

e the rangeof port numbers(and certainportsin that
rangecanbeexcluded),

e how long a selectionof IP identitiesshould be used
until the next oneis pickedrandomly and

e how long an old selectionof IP identitiesshouldstay
active to smoothtransitionbehaior.

Varioustunnelingmechanismsncluding SSH,Netcat,and
Zebedee have beenintegratedand can be selectedupon
startuptime.

Alternative Approaches: The DYNAT project[10] has
implementedchndvalidatedan approactsimilarto the NAT
gatevay. Comparedo DYNAT, the APOD tactic provides
hoppingfunctionalityonprotocollayersabove TCR, suchas
distributed CORBA calls, which requiresadditionalmodi-
cation of TCP/IPdatain the IIOP protocol. Furthermore,
the APOD solutionrelieson standardCOTS utilities such
asLinux IptablesandZebedegunnelsto implementhede-
siredfunctionality, whereadDYNAT is amorehardwarein-
tegrated specializedsolution.

CONTRA [12] implementsIP addressdispersionby
addingCONTRA headersontainingtherealdestinatiorto
paclets. The actualpaclet addressearethentransformed
andforwardedover a setof relay hoststo the nal target.
The relay operationincludesdecryptionof the CONTRA
header extraction of the real destination,changesto the
padding,and re-encryptionwith the key of the next hop.
Comparedto the DYNAT or APOD, CONTRA requires
changedo the routing infrastructure(i.e. relay hosts)to
supporthe CONTRA protocol.

5 DefenseStrategies

The individual adaptve responseslescribedn Section
4 are not enoughfor effectively defendingcritical appli-
cations. Multiple tacticsare requiredto addressan appli-
cation's survivability requirements. Figure 5 shavs how
APOD allows oneto combineindividual mechanismsnd
tacticsinto higherlevel defensestratayies.

The local defensetactics describedin Section4.1 are
built on top of mechanism@&ndrely on local knowledge.
Individualtacticsarethereforevulnerableto certainattacks
(e.g. spoo ng) thattry to trick the defenseinto inducing
self-in icted denial of service. Distributing suchisolated
weakresponsesnight furtherforce this issue. In addition,
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Figure 5. Integration of mechanisms and local
tactics in an overall defense

tacticsfocusingon differentaspectof the systemneedto

coordinateo successfullyvork together For example,port
hoppingfrequentlychangeshedestinatiorportsof paclets,
which could be interpretedby Snortasa port scanin ab-
senceof coordinatiorbetweerthetwo mechanismsThere-
fore, more sophisticatediefensestratgyiesinvolve coordi-
nationamongconstituentsub-)stratgiesto build anover

all defenseWe describeanexampleof suchanoverarching
stratgy in this section.

Thebasicobjective of thetop-level stratgyy istoincrease
anapplications survivability throughmorecoordinatedie-
fensebehaior. It assumeshatthe existing infrastructure,
includingoperatingsystemsandnetworks,is hardenedo a
reasonabl@egreeusing COTS securitytools. This means
thatapplicationtraf ¢ is likely to be encryptedandauthen-
ticatedvia VPNSs, prioritized using network resenations,
andcontrolledvia rewalls. In addition, bestpracticesin
network designare assumedresultingin a structurednet-
work whichis well provisionedto dealwith expectedraf c
loads,hascleanlyisolatedcollision domainsandmayhave
abuffer zoneto the outsideworld.

Although theseapproachesre ratherbinary and static
in nature(eitherthey are successfuin providing security
or they fail completely),they form the rst line of defense.
Defensesnablingbuilds moredynamicresponsesn top of
suchahardenedoundation.

We have identi ed the following three defensesub-
stratgjies:

e OutrunningComponenFailures which replicateskey
applicationcomponentsand intelligently placesnew
replicason suitablehostsuponnoticingfailures.

e Attadk Containmentwhichisolateshostintrusionsand
network basedlistributeddenialof serviceattacksand
stopstheir propagation.

e ContinuousUnpredictable Changes which tries to

put strict time constraintson the usefulnessof ob-
tainedattackinformation by constantlychangingun-
predictably

Theimplementatiorof the sub-stratgiesis basednthe
QuO adaptve middlevareframework [40], which provides
architecturakupportandtools for encapsulatingtratgies
in self-containeadeusablecomponentgalledqoslets[29].

Theremaindenf thissectiondiscussesachstrateyy and
thecorrrespondingjoslets.

5.1 Outrunning ComponentFailures

The self-stabilizingsoftwarebusis a lightweight APOD
mechanisnfor toleratingcrashfailures. Theoutrunstrateyy
interfaceswith the busand,upondetectinga replicadeath,
selectsanew hostfor thereplacementeplica. Thenew host
is pickedfrom alist of possiblecandidatesy searchingor
a hostwhich is hardto in Itrate for the attacler basedon
the defenses currentknowledgeof the attackstate.A host
is preferredif it hasnot beenin Itrated yetandis not ex-
pectedto be shutdavn soon(as an action of the contain-
ment stratgyy describedbelow). In addition, the stratey
giveshigherpreferencdo hostslocatedin a differentnet-
work securitydomain,i.e.,on a differentlP subnetrelative
to the obsenedfault. Furthernetwork centricinformation,
for instancewhethera network level intrusionhasbeenob-
sened on the candidateor its network, is alsoconsidered.
Thisstratayy is very agilewith reactiontimesof a coupleof
seconds.

The reactive outrunning stratgly was deployed and
testedin a set of APOD Red Team experiments(which
arefurther describedn Section6). A proactve modewas
addedafter the experiments,in which the stratgly keeps
moving replicasfrom hostto host, effectively keepingad-
dressandportinformationdynamicandhardto determine.

5.2 Attack Containment

The containmenstratgiesdescribedn this sectionare
usedto to preventanattaclerfrom beingableto attacklarge
partsof the systemby takingover a singlepartof it. In the
QuarantineHostsstrateyy, individual machinesaretreated
as securitydomains. This preventsan attacler who gains
root privilegeson one essentiakener from easily spread-
ing the sameattackto remainingseners.Containmentjos-
ketsrunonall applicationhostsandcoordinateheiractions
usingthe self-stabilizingsoftwarebus. The qosletsimple-
mentthe Blodk SuspiciousTraf c strategy combinedwith
coordinatedogic to consistentlyblock attacksand prevent
self-in icted denialof service.

UpondetectingaportattackonhostX, theqosketchecks
whetherit is in a denial-of-servicemode or experiencing



a commonmodefailure by checkinghow mary hostshad
beenin ltrated by the sameattackbefore. In the absence
of denialof serviceattacksthe sourceof the attackpaclet
is notedand communicatedo all otherqoskets. Uponre-
ceiing the attacknoti cation, the gosleton hostX triesto
initiate anautomatichostshutdowrto preventthein ltrated
systemfrom beingusedasa launchpadfor furtherattacks.
In addition, the qoslets on all other hostschange re wall
rulesto blocktraf c to andfrom X. To preventself-in icted
denialof service,the strateyy only containsup to a certain
percentag®f machines.After exceedingthe limit, it only
issuesecommendation® theoutrunningstratgy whichin
turn avoidsstartingnew replicasonin Itrated hosts.

To containinsider oods, the Squelt Insider Floods
stratgyy is deployedon boundarycontrollerson eachLAN.
Sincethis defenseonly protectsagainst oods originating
fromaLAN protectedby theboundarycontrolle; SERSVP
is usedin additionto defendagainsexternal oods of inter-
LAN links. Bandwidthresenationsare staticallyinitiated
uponstartup. Finally, the boundarycontrollersare linked
with hostdefenseso implementa TraceBad Containment
policy. If aboundarycontrollergetsnoti ed thata hostH
within its domainhasbeenmarkedsuspiciousit will block
traf ¢ to andfrom H closesto H's source.

5.3 Continuous Unpredictable Changes

Sophisticatedttaclersoftenspendalongtimetrying to
mapthe targetnetwork and gatherasmuchinformationas
possibleaboutessentiatervices Undertheassumptiorhat
determinedhttaclerswill getary informationgivenenough
time, keepingsensitve informationaboutthe systems state
staticdoesnot make sense.The defensestrateyy described
heretriesto renderinformationobtainedoy attaclersharm-
lessby changingit frequently As anaddedbonus,the use
of staleinformationraisesalerts,which cansene asinput
to intrusiondetectionsystems.

To maximize the defense,changesshould be unpre-
dictablefor the attacler. Timelinessis a centralaspectof
this defensepn onehand,a high rate of changeresultsin
high overheadpn the otherhand,infrequentchangemight
allow anattacler to gatherinformationandexecuteandat-
tackwithin onerefreshcycle. Thestratgy hasto be e xible
enoughto allow oneto describethis trade-of upondeploy-
ment. Examplesof this stratgyy include port and address
hopping (4.1.5), unpredictablesener selectionfor client-
sener interactionsandunpredictablenetwork route selec-
tion for connections.

Although this strat@y is proactve, a reactve version
may make senseif the defensecan survive the attack at
hand.In areplicatedsystemyrelocatingreplicasproactiely
might have unnecessarpverheadcomparedto startinga
new replicain arandomlyselectectleandomainonly upon

noticing a fault. Section5.1 shavs anexampleof reactve
behaior which relieson propertiesof the underlyingrepli-
cationmechanisnio toleratereplicafaults.

6 Experimental Validation

The evaluationof network-centricdefensetook placein
multiple stageghroughouthe projectrangingfrom logical
analysigto redteamexperimentationEarly in theproject,a
setof defense-enableapplicationsaveresubjectedo inter-
nalredteamtestingby adeveloperoutsideof the APOD de-
velopmenteam.Thisearlyexperimentatiorclearlypointed
outtheneedo addressetwork-basedttacks New defense
tacticsincluding port hoppingand blocking of suspicious
traf c weredeveloped,andstrat@ieslike containmenand
continuougrecon gurationwerefurtherre ned.

Towardstheendof the APOD project,the FTN/DC con-
tinuous experimentationprogram[15, 37] conductedtwo
formal Red Teamexperimentgto evaluatethe maturityand
applicability of APOD's dynamicdefensesResultsof the
experimentshave beenpublishedelsavhere[18, 17, 24],
including de nitions of hypothesesags, rulesof engage-
ments,metrics,dataanalysesandattacks.

Despitethe factthatthe Red Teamwasableto capture
the denial ag mostof the time, the experimentsdemon-
stratedthat APOD improved survivability at an acceptable
cost. The Red Teamattemptedo usethe defenseagainst
itselfto capturethe ags. Attacksthatweresuccessfulvere
multi-staged,composecbf sub-attacksand executedin a
coordinatedvay, with eachsub-attaclkaimedat achieving a
partialgoaltowardscapturingthe ag.

7 Conclusion

Adaptive use of network-basedcapabilitiesis key to
successfuland effective defense. Defenseenablingwith
network-basedcapabilitieshas demonstrategotential in
forcingevenhighly skilled attaclersto work hardto achiere
their objective.

Network-basedmechanismsand tactics are especially
usefulin enforcing containmentand isolation at the net-
work level. Containmenattemptgo keeptheattaclerfrom
affecting wider partsof the system. Isolation attemptsto
separateisefultrafc from suspectedraf c with the hope
thatusefultrafc canstill be allowed. Network-centricre-
sponsesan be extremely powerful and affect a large part
of thesystemthereforestratgyiesusingthesemustbecare-
fully evaluated.

We have demonstratethatnetwork-basedesponsesan
be utilized in dynamic defense,but further researchis
neededo develop new tactics,integratenew mechanisms,
andevaluatetheusefulnesandcost-bene ttradeofs before
suchdefenseganbe effectively deployed.
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